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Abstract: The increasing frequency and complexity of cyberattacks pose a significant threat to the express logistics sector, 
where digital coordination and data integrity are essential for operational continuity. This study examines how specific 
cyber-attack features influence team-based cybersecurity readiness, focusing on the mediating role of project team skills. 
The research addresses a practical problem faced by logistics firms in Jordan, many lacking standardized cybersecurity 
protocols despite rising digital adoption. Using a quantitative, cross-sectional design, data were collected from 310 
employees in express delivery service companies. Structural equation modeling (SEM) via SmartPLS was employed to 
test the proposed relationships. The results demonstrate that cyber-attack features significantly affect cybersecurity 
readiness, both directly and through the partial mediation of project team skills. Teams with stronger technical and 
collaborative capabilities were more effective in translating threat exposure into organizational preparedness. The model 
accounted for 69% of the variance in cybersecurity readiness. This study contributes a novel integration of technical threat 
dimensions and human-centered readiness within logistics operations. It offers actionable insights for logistics managers 
aiming to strengthen cyber resilience through targeted skill development and team-based interventions. 
 
1 Introduction 

The logistics sector has undergone a major shift by 
adopting digital tools like real-time tracking, smart 
devices, cloud services, and connected communication 
platforms to boost efficiency and responsiveness [1-3]. 
Within this changing environment, express delivery 
services rely heavily on these digital systems to handle fast 
and time-sensitive deliveries across wide and often 
complex areas [4,5]. While these technologies improve 
speed and visibility, they also create more opportunities for 
cyberattacks, increasing the risk of digital threats [6,7]. 

As logistics systems become more connected—linking 
with external delivery partners, online retailers, and global 
networks—the risks related to cybersecurity also grow in 
scale and complexity [8-10]. Many logistics companies, 
particularly in less developed regions, struggle with old 
systems, inconsistent security measures, and limited 
spending on protective tools. These gaps make them easy 
targets for attacks like ransomware, phishing, service 
disruptions, and data theft [11,12]. Cybercriminals take 
advantage of the sector’s need for fast responses and heavy 
reliance on digital connections, knowing that even brief 
service interruptions can cause widespread problems 
across supply chains [5,6]. 

Because of this, cybersecurity preparedness has 
become a key concern, especially for express delivery 
services that depend on real-time operations and consistent 
performance [1-4]. Being prepared goes beyond having the 
right technology; it also means ensuring teams are trained 

to recognize threats, respond effectively, and recover 
quickly [7,8]. Without proper readiness, companies risk 
financial losses, damage to their reputation, and legal 
consequences. Therefore, cybersecurity should be treated 
as an organizational priority, not just a technical task 
[9,11]. 

The express delivery sector in Jordan has seen rapid 
growth, fueled by rising online shopping, urban 
development, and national plans like Jordan Vision 2025, 
which support logistics improvements [13-15]. Mobile 
apps and smart delivery platforms have reshaped how 
services operate, particularly in cities such as Amman 
[14,16]. These systems played a vital role during the 
COVID-19 lockdowns by keeping deliveries running 
despite movement restrictions [14,17]. 

Today, delivery firms in Jordan depend on digital tools 
like GPS tracking, automated dispatching, and centralized 
data systems to handle operations and customer service 
[17-20]. However, many small and mid-sized companies 
face security challenges due to outdated technology, poor 
cybersecurity management, and a lack of readiness 
[18,20,21]. Often, they do not have dedicated security staff 
or formal response plans, leaving general IT workers to 
handle threats they may not be trained for [19,22]. These 
issues are made worse by inconsistent risk planning and 
minimal investment in staff training, especially for project 
teams that operate without clear cybersecurity guidelines 
[16,20]. 
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Cyberattacks come with specific patterns and traits—
such as their type, how often they happen, how complex 
they are, and whether they’re new or evolving—that affect 
how a company can respond and recover [23,24]. Knowing 
these features helps classify threats and understand their 
potential impact on operations [23,27]. For example, 
phishing targets human mistakes, ransomware blocks 
access to data, and denial-of-service attacks make services 
unavailable [28-30]. When attacks are frequent, 
complicated, or unexpected, traditional security tools often 
fail—especially in industries that rely on fast, continuous 
operations [31-36]. 

Team-based cybersecurity readiness refers to how well 
a company's staff—across IT, security, and risk roles—can 
prepare for, handle, and bounce back from cyber threats 
[38,39]. This readiness includes access to tools and soft 
skills like staying aware, making decisions under pressure, 
and working together in real time [38,42]. Without strong 
teamwork and clear communication, even advanced 
technology can fall short during an incident [43-47]. 
Therefore, it’s important to assess readiness through 
technical systems, team behavior, and organizational 
culture [40,38]. 

The skills of project teams—including technical 
expertise, flexibility, coordination, and problem-solving—
play a major role in responding to cyber threats effectively 
[43,51]. In fast-moving delivery environments, these teams 
are often the first to deal with an incident [41,52]. Quick, 
skilled responses are crucial to controlling threats and 
getting services back on track [48,53]. Technically capable 
teams can spot weak points and apply the right fixes, while 
clear communication helps ensure that all efforts are 
aligned during a crisis [44,47,54]. Adaptability is also key, 
as it allows teams to adjust quickly in unpredictable 
situations—a critical strength in high-risk operations 
[55,56]. 

Even though interest in cybersecurity is growing, most 
research still focuses on technical solutions and legal rules, 
with little attention to the teams' skills [57]. Some studies 
have looked at individual training or practice exercises, but 
few explore how the real-world skills of project teams 
affect security outcomes [58,59]. Often, teams are seen 
only as parts of the organization, which hides their specific 
contributions [40,57]. This lack of focus is especially 
noticeable in the Middle East, where detailed research on 
cybersecurity in logistics is still limited [19,60]. While the 
growth of logistics in Jordan has been studied, there's little 
data on how delivery teams handle cyber threats 
[14,20,22]. Without this knowledge, it’s hard to design 
effective and tailored strategies [17,22]. 

To close this gap in understanding, the present study 
looks at how the skills of project teams influence the 
relationship between the nature of cyberattacks and overall 
cybersecurity readiness in Jordan’s express delivery sector 
[61,62]. It adds to academic knowledge by connecting the 
traits of cyber threats with the abilities of teams, offering a 
more people-focused view of logistics cybersecurity. The 
study specifically examines how often attacks occur, how 

complex or new they are, and how team skills shape the 
company’s ability to respond. 

The rest of this paper is organized as follows: Section 2 
reviews the existing literature on cyber-attack 
characteristics, team skills, and cybersecurity 
preparedness. Section 3 outlines the research method, 
including how the survey was designed and the data were 
analyzed. Section 4 presents the study’s findings. Section 
5 discusses the broader theoretical and practical 
implications. Finally, Section 6 offers conclusions and 
suggests areas for future research. 

 
2 Literature review 
2.1 Cyber-attack features in logistics 

Cyberattacks on logistics operations, especially in 
express delivery service companies (EDSCs), have become 
more common as the industry becomes increasingly 
dependent on digital systems and connected technologies. 
These attacks often take advantage of technical flaws and 
human mistakes, leading to serious problems such as 
financial losses, service interruptions, and damage to a 
company's reputation [63-65]. A major entry point for 
these attacks is software and IT infrastructure weaknesses, 
including poor application design, insecure settings, and 
gaps in Internet of Things (IoT) devices often used in 
logistics platforms [63-65]. In express delivery companies, 
these weaknesses frequently affect critical systems like 
tracking tools, logistics applications, and online data 
storage platforms, making them prime targets for hacking 
and service breakdowns [63-65]. 

Although experts recommend strategies like regular 
system updates, safe programming methods, and secure 
software development cycles [69-71], studies show that 
many logistics companies—particularly small and 
medium-sized enterprises (SMEs)—struggle to apply these 
measures consistently [66-68]. SMEs usually lack the 
funding or expertise to establish strong cybersecurity 
systems. In contrast to larger organizations that implement 
complete cybersecurity plans and perform regular testing, 
SMEs often depend on general IT support and basic 
security tools, which leaves many gaps open for 
exploitation [66-68]. This reflects a significant divide 
between what the literature recommends and what is 
realistically implemented in day-to-day logistics 
operations. 

Human mistakes are another major source of 
cybersecurity issues and remain a persistent problem 
across various sectors [72-74]. In logistics, errors such as 
incorrect data handling, falling for phishing scams, and 
misusing systems can compromise security and privacy 
[72-74]. The high-pressure work environment and frequent 
staff turnover in express delivery services make it even 
harder to maintain consistent cybersecurity practices      
[75-77]. While training and awareness programs are 
widely encouraged [78-80], research suggests that these 
efforts often fail to have a long-term impact unless they are 
supported by regular monitoring and a strong 
organizational focus on cybersecurity behavior [78-80]. 
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Another common risk is poor authentication habits, like 
weak or repeated passwords. These practices can make it 
easier for attackers to gain unauthorized access to systems 
used for delivery tracking, customer interactions, and 
payment processing [81-83]. The problem becomes more 
serious in cloud-based platforms, where poor identity and 
access controls can expose larger parts of a company’s 
digital infrastructure to attack [84-86]. Although tools like 
multi-factor authentication (MFA), password managers, 
and real-time access monitoring are strongly recommended 
[87-89], many logistics companies—especially those in 
developing regions like Jordan—struggle to apply these 
protections due to limited budgets or technical know-how 
[66-68]. 

Insider threats—whether intentional or accidental—
also pose serious dangers within logistics companies      
[90-92]. Employees, contractors, or outside service 
providers with access to sensitive systems can either make 
errors that compromise security or intentionally misuse 
their access without being detected by typical security 
measures [90-92]. To counter these risks, companies need 
to use a combination of tools like activity monitoring, user 
behavior analysis, and strict access control policies         
[93-95]. Although research on detecting insider threats is 
growing, practical applications in the logistics sector are 
still rare and not well-documented [93-95]. 

The cybersecurity risks faced by Jordanian express 
delivery firms show why it's important to have 
comprehensive protection strategies that address technical 
systems, human factors, and access control weaknesses. 
Even though general guidelines are widely known [63-95], 
few studies examine how these recommendations are 
implemented in logistics environments. This lack of 
research is especially noticeable in the Middle East, where 
region-specific data is limited. As cyber threats continue to 
evolve, focused research—especially studies on how teams 
respond in real situations—is vital for creating effective 
cybersecurity strategies that improve protection and 
resilience in logistics [66-68,84-86]. 

 
2.2 Team-based cybersecurity readiness 

Team-based cybersecurity readiness refers to how well 
technical and operational teams can work together to 
prevent and respond to cyber threats quickly and efficiently 
[43,51]. In express delivery companies, where services 
depend on fast digital systems and timely operations, 
having this kind of team coordination is especially 
important. As cyberattacks become more complex, teams 
from different departments must maintain a unified and 
prepared approach to protect the organization [41,55]. 

This type of readiness involves six connected areas 
forming a strong defense system. The first is prevention 
capability, which reflects how effectively a team can 
identify and reduce threats before they cause harm. This 
includes hardening systems, ensuring secure 
configurations, applying updates, and running regular 
security checks [41,45]. In logistics, these efforts should 
focus on systems like fleet tracking, order processing, and 

customer service tools [52]. Teams that follow guidelines 
such as the NIST Cybersecurity Framework tend to be 
more resilient [43,51]. However, studies show that while 
many know these frameworks, small and mid-sized project 
teams often fail to apply them consistently [41,51]. 

The second aspect is threat detection readiness, which 
measures how well teams can monitor systems for unusual 
activity before a problem escalates. This includes using 
tools like intrusion detection systems (IDS), event 
monitoring platforms (SIEM), and analyzing system logs 
[44,47]. In fast-paced logistics settings, spotting issues 
early is essential to avoid major disruptions [48]. Regular 
training and practice scenarios improve this skill, but 
evidence shows that many logistics teams either don’t fully 
use these tools or struggle with them due to limited skills 
or system complexity [44,47]. 

Incident response coordination is the third key area, 
focusing on how quickly and effectively a team can react 
during a cyber incident. This involves assigning roles, 
stopping threats, and analyzing what happened [39,50]. In 
express delivery services, where delays can affect large 
networks, well-prepared teams communicate clearly and 
follow detailed response plans [38,40]. Despite having 
such plans, many teams don’t practice them regularly, 
which leads to slower and less effective responses when 
real incidents occur [39,50]. 

The fourth area, recovery and continuity readiness, 
relates to how well a team can restore systems and resume 
normal operations after an attack. This includes executing 
disaster recovery plans (DRPs), using business continuity 
procedures (BCPs), and checking data for accuracy [41]. In 
logistics, delays in restoring key systems can affect 
deliveries and customer services [39]. While many studies 
support using DRPs and BCPs, little research shows how 
well they work in real-world logistics situations, especially 
in regions like the Middle East [39,41]. 

Role alignment and task ownership, the fifth 
component, deals with clearly assigning responsibilities so 
that every team member knows their duties during a cyber 
incident. Studies show that when tasks match each person's 
skills, the team becomes more efficient and accountable 
[51,55]. Using role charts or skill maps helps with this, but 
such practices are not consistently applied in logistics 
project teams [38]. When roles are unclear, teams may 
duplicate efforts, skip steps, or make slow decisions during 
a crisis [51,55]. 

The final area, crisis communication effectiveness, 
focuses on how well a team shares important information 
during a cyberattack. Internally, this helps coordinate 
actions, while externally it helps maintain trust with 
customers and partners. Both are crucial in express 
delivery settings where timing is everything [40,45]. 
However, many logistics teams lack structured 
communication plans or pre-prepared messages, leading to 
confusion and mixed messaging when issues occur [38]. 

In summary, team-based cybersecurity readiness in the 
logistics sector depends on a combination of technical, 
organizational, and interpersonal skills. The six main 
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areas—prevention, detection, response, recovery, clear 
role assignments, and effective communication—build a 
team’s ability to manage cyber threats. Still, there is a clear 
need for more real-world research on how these elements 
work together in logistics, especially in fast-moving 
environments like Jordan’s express delivery industry 
[41,51]. Future studies should explore how project teams 
can better integrate these areas to build more practical and 
effective cybersecurity systems. 

 
2.3 Project team skills 

Project teams rely on various skills, including technical 
ability, clear communication, adaptability, leadership, and 
effective problem-solving. These skills are especially 
important in fast-moving and complex environments such 
as logistics and cybersecurity, where teamwork across 
departments is essential [96,97]. In express delivery 
companies that depend heavily on digital tools and tight 
schedules, a team’s capabilities directly affect how well 
cybersecurity measures are applied, improved, and 
sustained. When teams combine their skills effectively, 
they can solve problems quickly, work efficiently under 
pressure, and maintain high performance even in uncertain 
situations. 

Technical knowledge is a key part of this skill set. Team 
members must understand topics like computer networks, 
software systems, data security, and managing cyber risks 
[98]. In logistics, this means ensuring that tools like routing 
systems, tracking platforms, and cloud-based databases are 
secure and work smoothly with operational needs [97]. 
However, since teams often include logistics professionals 
and IT experts, differences in technical understanding can 
make collaboration difficult. To address this, companies 
should support ongoing training, mentoring, and 
knowledge-sharing tools that help align everyone’s 
expertise [96]. 

Strong communication and teamwork are also crucial. 
These abilities help build trust, promote transparency, and 
support coordination among team members, especially in 
logistics companies that operate across different locations 
and cultures [99,100]. To keep communication clear, teams 
benefit from using shared digital tools, clear 
communication protocols, and inclusive practices that 
support open dialogue [101, 102]. Good communication 
also ensures that logistics and cybersecurity knowledge are 
integrated effectively [102]. 

The ability to think critically and solve problems helps 
teams respond quickly when issues arise. Project-based 
learning environments have developed these abilities 
effectively, helping team members apply what they’ve 
learned to real situations [103]. These skills are essential in 
cybersecurity because threats can appear unexpectedly, 
requiring fast thinking and quick decisions [104,105]. 
Teams trained to assess situations under pressure are more 
capable of preventing problems from escalating. 

Time management and sound decision-making are also 
important, especially in time-sensitive logistics projects. 
Tools like Gantt charts and time-blocking strategies help 

teams stay on track and balance cybersecurity tasks with 
business goals [106,107]. While including diverse 
viewpoints in decisions can improve judgment, avoiding 
delays or groupthink is important. In cybersecurity, timely 
and informed decisions can significantly affect how 
effectively threats are handled. 

Adaptability is another vital skill. Techniques from 
agile project management—like working in short cycles 
and holding daily check-ins—help teams adjust their plans 
as new issues arise [108,109]. In logistics, where 
conditions often change quickly, adapting is essential. 
Simulations and training based on different scenarios can 
help prepare teams to face new cyber threats. 

Creative thinking is also becoming more important in 
cybersecurity work. Finding new solutions—like 
customized firewalls or unique team-based response 
plans—depends on a workplace culture that supports 
experimentation and learning from mistakes [110,111]. 
Brainstorming sessions, hackathons, and innovation 
workshops allow teams to test and improve new ideas 
[112]. Still, such practices are not common in logistics, so 
companies need to focus more on encouraging innovation 
in their cybersecurity efforts. 

Leadership plays a key role in bringing all these skills 
together. Effective leaders offer clear direction, boost team 
morale, and make sure everyone is accountable during 
stressful or complex situations [113-115]. Good leaders 
also set a strong example, promote ethical behavior, and 
encourage a focus on security across all levels of a project. 
However, many team leaders lack specific training in 
cybersecurity, which limits their ability to guide teams 
effectively during a crisis. Conflict resolution is important 
for keeping the team united and focused alongside 
leadership. Disputes are likely in high-pressure settings, 
and handling them constructively requires emotional 
intelligence, defined roles, and open communication 
[116,117]. 

Ongoing learning and professional development help 
maintain team readiness over time. Opportunities such as 
certifications, online courses, workshops, and peer learning 
keep skills current and responsive to new threats [118,119]. 
When organizations support learning through dedicated 
time, mentorship programs, and formal training systems, 
teams are better equipped to keep their skills from 
becoming outdated [120]. 

In conclusion, project team skills form the backbone of 
organizational strength in logistics cybersecurity. 
Combining technical know-how, leadership, adaptability, 
and effective teamwork enables teams to respond quickly 
and work together during cybersecurity incidents. 
However, many logistics companies fail to fully invest in 
these skills or support structured training, revealing a gap 
between what is known to be important and what is 
practiced in the field. 

 
2.4 Theoretical framework 

To understand how cyber-attack characteristics 
influence team-based cybersecurity readiness—and how 
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team skills play a role in that relationship—this study uses 
a blend of theories from cybersecurity, supply chain 
operations, and organizational behavior. This mixed 
approach is well-suited to Jordan’s express delivery sector, 
where the rapid shift to digital operations has improved 
efficiency and increased vulnerability to cyber risks 
[1,7,11]. 

The first theory used is Cyber Supply Chain Risk 
Management (C-SCRM), which focuses on the risks that 
travel across connected digital supply chains. In express 
delivery companies, problems can arise from third-party 
systems, cloud tools, or last-mile technologies like RFID 
tracking or route optimization software [4,9]. C-SCRM 
helps explain how these external risks can affect internal 
systems, making it clear that teams must work together 
across all parts of the logistics chain to prevent and respond 
to threats [6,8]. While this framework is gaining attention, 
it is not yet widely applied in small or medium-sized 
delivery firms, indicating a need for more localized 
cybersecurity models. 

The second theory, Digital Transformation Theory, 
examines how businesses adopt modern technologies like 
cloud systems, data platforms, and blockchain to improve 
services [1,5]. These tools offer faster, more transparent 
operations and introduce new security risks. Managing this 
balance requires teams that are both skilled and flexible. In 
Jordan, many logistics companies have adopted digital 
platforms quickly, especially since the pandemic, but their 
internal security measures have not always kept pace. This 
gap between technical tools and team readiness highlights 
the need to strengthen both areas together [11,14,19]. 

Resilience Engineering Theory adds another 
perspective by focusing not on avoiding failures but on 
how organizations respond when problems occur. In 
logistics, even brief delays or outages can impact entire 
delivery systems and damage customer trust [6,50]. This 
theory emphasizes adaptability, showing how teams can 
maintain service during disruptions by staying flexible and 
alert. It is a valuable lens for studying how teams in 
logistics respond to real-time cyber threats, though it has 
not been widely applied to this field yet [7,41]. 

Socio-Technical Systems (STS) Theory further 
broadens the view by examining how people, technology, 
and company structures interact to affect cybersecurity. In 
express delivery firms, especially in Jordan, many mid-
sized companies rely on informal teamwork and shared 
practices more than advanced security tools [2,5]. STS 
Theory shows that even well-designed systems can fail if 
team roles are unclear or communication breaks down. It 
supports the growing recognition that human behavior and 
team coordination are as important as technical tools in 
keeping systems safe [1,14,19]. 

Lastly, the Capability-Based View (CBV) looks at how 
a company’s internal strengths—such as team skills, 
learning capacity, and ability to combine technical and 
human resources—determine its overall performance 
[4,12]. CBV helps explain why two firms with similar IT 
tools may show different readiness levels. The key 

difference lies in how well their teams apply knowledge, 
adapt to changes, and learn from experience [7,10]. 
However, CBV is still rarely used in logistics 
cybersecurity, even though it highlights the crucial role of 
project teams in building long-term resilience. 

This study’s framework combines five theories—C-
SCRM, Digital Transformation, Resilience Engineering, 
STS, and CBV—to provide a well-rounded understanding 
of how cyber risks, team capabilities, and organizational 
systems interact. This combined approach offers a strong 
foundation for studying cybersecurity in Jordan’s express 
delivery sector. Using this theoretical mix, the study 
develops testable ideas and builds a tailored model for 
understanding how teams can strengthen cybersecurity in 
fast-changing logistics environments [1,4,5]. 

 
2.5 Hypotheses development 

With cyberattacks becoming more frequent, advanced, 
and damaging, the need for strong cybersecurity 
preparation has grown, particularly in fast-changing 
industries like logistics and express delivery. Research 
increasingly highlights that certain features of 
cyberattacks—such as how complex they are, how 
accurately they target systems, and how often they 
happen—play a major role in shaping how organizations 
plan for and handle such threats [121,122]. Attacks that are 
both frequent and damaging often push companies to 
improve their internal security measures, raise awareness 
among staff, and build coordinated readiness strategies 
across departments [45,123]. 

Different aspects of cyberattacks, such as how they 
break into systems, the scale of disruption they cause, or 
the use of new methods, influence how organizations shape 
their defense strategies [124,125]. The logistics sector is 
especially at risk because cyberattacks can interrupt key 
functions like package tracking, route management, and 
real-time communication. Companies that gain a clear 
understanding of the nature of these attacks tend to respond 
more effectively. Their strategies often include team-based 
simulations, rehearsals based on specific roles, and 
organized processes for managing incidents [126,127]. 

These threats also bring about internal changes in how 
organizations operate, raising risk awareness and 
encouraging the development of team-based cybersecurity 
practices [123,128]. Studies across industries such as 
information technology and finance show that 
organizations regularly facing complex cyber threats are 
usually better prepared than those with less exposure 
[122,124]. Despite this, there's limited research on how 
these patterns apply to the express logistics industry, 
especially in developing countries. To address this gap, the 
first hypothesis is proposed: 

 
H1: Cyber-attack features positively affect Team-

Based Cybersecurity Readiness. 
Additionally, cyber threats put considerable pressure on 

internal teams, particularly those working on projects with 
tight deadlines and high technological demands. These 
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attacks require teams to be quick-thinking, skilled in 
technology, and strong in collaboration. As attackers 
increasingly exploit weaknesses between people and 
systems, teams must become more adaptable, mentally 
resilient, and clear in communication to respond 
effectively [96,97]. 

Facing complex cyber threats often leads to better 
knowledge sharing, stronger links between departments, 
and clearer task assignments [98]. Well-functioning teams 
provide psychological safety, well-defined responsibilities, 
and shared accountability—all important for handling 
cybersecurity incidents [99-102]. In addition, the ability to 
think critically, stay flexible, and make decisions under 
pressure has become essential for effective cybersecurity 
teams [103-105]. These qualities are especially important 
in logistics, where short delays can result in immediate 
financial and reputational harm. 

Because cyber risks are unpredictable, teams must 
continuously train, practice with realistic scenarios, and 
use flexible project management approaches to improve 
their skills [106-109]. While skill development has been 
widely discussed in academic work, little evidence is 
focused on logistics cybersecurity. Therefore, the second 
hypothesis is: 

 
H2: Cyber-attack features positively influence 

Project Team Skills. 
Although technical systems remain a key part of 

cybersecurity, recent studies suggest that the team's 
abilities—rather than just the technology—play the biggest 
role in maintaining readiness under pressure. Teams with 
specialized knowledge and the ability to understand how 
systems interact tend to perform better in fast-changing 
threat situations, especially when quick decisions are 
needed [96,97,130]. These teams can design secure 
systems, find and fix vulnerabilities, and respond in a 
coordinated way within strict time limits. 

Soft skills also matter greatly. Communication, trust, 
and planning help teams share information quickly during 
a crisis and prevent delays in resolving issues [100,101]. 
How well teams coordinate within their group and with 
others affects how fast they detect, contain, and recover 
from attacks. Research also shows that solution-focused, 
time management, and adaptability contribute to better 
responses and less system downtime [103-105,131]. 

Adaptability is crucial in logistics, where operations 
move quickly and outside factors often change. Because of 
this, project teams in express delivery need a wide range of 
skills to handle digital threats effectively. Based on this: 

 
H3: Project Team Skills positively influence Team-

Based Cybersecurity Readiness. 
Lastly, this study focuses on how team skills act as a 

bridge between external cyber threats and an organization's 
readiness. While threats come from outside, their impact 
depends on how internal teams react, adjust, and work 
together. Even advanced threats like shape-shifting 
malware or social engineering tactics can overcome strong 

technical defenses; however, the outcome often depends on 
human factors like teamwork, communication, and 
flexibility [4,9,11,29]. 

Teams that build these abilities respond better during 
crises and learn and grow from these experiences, turning 
threats into opportunities to strengthen their resilience 
[5,7,38,40]. In the logistics industry, research indicates that 
an organization’s readiness often depends more on 
employee skills than on how much money is spent on 
technology [6,12,45,51]. This point is especially relevant 
in Jordan, where technical resources may not be evenly 
available, making the role of team dynamics even more 
important [13,14,19,20]. 

Therefore, the study presents project team skills as a 
key factor in turning external threats into internal 
preparedness. Understanding this connection explains 
differences in readiness and helps identify where 
improvements can be made at the intersection of people 
and technology. 

H4: Project Team Skills mediate the relationship 
between Cyber-Attack Features and Team-Based 
Cybersecurity Readiness. 
 
2.6 Conceptual framework 

This study presents a conceptual framework (Figure 1) 
that explores how cyber-attacks influence an 
organization’s ability to prepare for and manage 
cybersecurity threats. It emphasizes the role of project team 
skills in shaping effective responses. This model is 
especially relevant for express delivery service companies 
(EDSCs) in Jordan, where the shift to digital systems has 
significantly boosted operational capabilities and increased 
vulnerability to cyber threats [14,15]. 

Their digital exposure grows as these companies adopt 
tools like IoT-enabled tracking, cloud-based logistics 
platforms, and online customer services. This wider digital 
presence puts their key systems and sensitive data at risk 
from more advanced attacks [7,11]. In this context, cyber-
attacks stem from weaknesses affecting technology and 
how people interact with systems. These issues include 
poor software design, incorrect network settings, weak user 
access controls, and insider threats that have not been 
properly addressed—problems that are common causes of 
breaches across many industries [69,73,77]. In logistics 
and transport, older IT systems and disconnected digital 
setups worsen things by limiting visibility into threats and 
reducing the ability to respond quickly [6,71]. 

In addition to technical issues, risks are linked to human 
behavior—such as using the same passwords repeatedly, 
delaying software updates, or falling victim to phishing and 
social engineering. These weaknesses weaken an 
organization’s security posture [75,89]. Because threats 
come from many directions, logistics companies need 
well-organized responses that do more than react to 
attacks. Cyber readiness must be fast and dependable in a 
field where continuous service is essential to remain 
competitive. 
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In this framework, team-based cybersecurity readiness 
means how well a group of employees, usually organized 
as a project team, can predict, identify, respond to, and 
recover from cyber incidents under pressure. Unlike older 
models that focused only on technology, today’s 
understanding of readiness includes a range of elements—
like preventive strategies, early warning systems, 
awareness of current threats, clear communication within 
teams, and planned recovery procedures [51,55]. These are 
especially important in the logistics sector, where attacks 
interrupt vital tasks such as tracking parcels, managing 
deliveries, and handling payments. 

A key part of being ready is having clearly defined roles 
and the ability to coordinate under stress. Teams with a 
shared understanding of their responsibilities, take 
ownership of tasks, and communicate effectively are 
likelier to catch attacks early and limit their impact 
[53,102]. Specific challenges in logistics—such as hacked 
GPS data or stolen customer information—require teams 
to work quickly and in sync across departments to keep 
operations running smoothly and maintain customer trust. 

At the heart of this framework is the role of project team 
skills. These include technical know-how—like using 
cybersecurity tools, managing systems, and analyzing 
threats—and soft skills, such as adaptability, 

communication across departments, and making good 
decisions under pressure [38,96]. In express delivery 
services, teams often work in different locations, with 
different systems and responsibilities. Therefore, they must 
bring together different types of information quickly and 
create a shared response plan, often while facing time 
constraints and unclear situations [100,101]. 

Studies show that teams with strong critical thinking, 
good time management, and awareness of the situation can 
turn scattered data into useful information, making their 
responses quicker and reducing disruptions [104,110]. In 
many logistics companies, how well a team is prepared—
not how advanced their technology—often decides how 
quickly and effectively they can respond to attacks. This 
highlights the importance of building team capabilities and 
positions team skills as a key factor in shifting from 
reacting to threats to being ready for them ahead of time. 

To conclude, the conceptual framework combines three 
main elements—cyber-attack characteristics, project team 
skills, and team-based cybersecurity readiness—into one 
model designed specifically for the logistics industry. It 
shows how technical weaknesses and human strengths 
interact and highlights how well-prepared teams help turn 
outside threats into opportunities for building stronger 
internal defenses.

  

 
Figure 1 Conceptual model 

 
3 Methodology 
3.1 Research design 

This study adopted a quantitative, cross-sectional 
survey design to investigate how cyber-attack 
characteristics influence team-based cybersecurity 
readiness, with project team skills acting as a mediating 
variable, specifically within the context of Jordanian 
express delivery service companies [132]. A structured 
questionnaire was utilized as the primary data collection 
tool, offering a standardized format for capturing responses 
efficiently from a broad sample over a limited period   
[133-134]. The quantitative approach was chosen due to its 

suitability for testing theoretical models and quantifying 
abstract constructs using statistical methods [132]. The 
study's cross-sectional nature enabled data collection at a 
single point in time, aligning well with the operational 
realities of the logistics sector [134]. Similar 
methodologies have been effectively applied in prior 
research exploring cybersecurity and organizational 
behavior, where survey designs were instrumental in 
assessing team capabilities and readiness across 
organizational environments [135-136]. Moreover, the 
structured questionnaire allowed the researchers to 
measure perceptions and attitudes toward cyber threats and 
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preparedness using validated scales. This approach is 
widely recognized in empirical cybersecurity research, 
particularly in studies requiring insight into behavioral and 
organizational dynamics [133,135,136]. Therefore, using 
structural equation modeling techniques, the chosen design 
provided a solid framework for examining the 
hypothesized relationships and assessing the mediating 
role of team skills [134]. 

 
3.2 Population and sampling 

The study targeted IT and operations managers 
working within express delivery service companies 
(EDSCs) in Jordan. These professionals were selected 
based on their integral roles—IT managers are responsible 
for implementing and maintaining cybersecurity 
infrastructure, while operations managers oversee service 
continuity during potential disruptions. Their combined 
perspectives were essential for evaluating the study’s 
primary constructs: cyber-attack features, project team 
skills, and cybersecurity readiness. To identify the target 
population, data were collected from two authoritative 
sources: the Jordanian Telecommunications Regulatory 
Commission (TRC), listing 166 express delivery firms, and 
the Ministry of Industry and Trade, listing 379. After 
reconciling the records and removing duplicate entries, 476 
active companies were identified. Communication with the 
human resources departments confirmed that each 
company employed one IT and one operations manager, 
resulting in a total population of 952 eligible participants. 
A systematic sampling method was employed to ensure 
representativeness and minimize selection bias, following 
a probabilistic approach; every kth participant was selected 
from the list after a random starting point. An a priori 
power analysis was conducted using G*Power 3.1.9.7 
software to calculate the required sample size. The 
analysis, based on multiple regression with three 
predictors—cyber-attack features, project team skills, and 
cybersecurity readiness—assumed a medium effect size (f² 
= 0.15), a significance level of 0.05, and a statistical power 
of 0.95. The minimum required sample size was 
determined to be 119 participants. To enhance the 
robustness of the findings and account for potential non-
responses, the target sample size was increased to 310, 
representing approximately 32.6% of the population. The 
sampling interval was calculated as k = N/n ≈ 952/310 ≈ 3. 
Consequently, every third eligible participant was selected 
after the initial random start. 

 
3.3 Instrument development 

A comprehensive questionnaire was developed to 
measure the constructs specified in the conceptual model 
(Figure 1) using established and validated instruments 
from previous research in cybersecurity, team 
performance, and organizational preparedness. Each 
construct was measured using four to five items on a 7-
point Likert scale, ranging from 1 (strongly disagree) to 7 
(strongly agree), a format known for enhancing reliability 
and response precision in behavioral studies [137].  

Cyber-attack features were captured through four 
dimensions: (1) system or software vulnerabilities, (2) 
human error, (3) weak access credentials, and (4) insider 
threats. These indicators were adapted from prior studies 
focused on risk assessment and threat classification [69, 89, 
91], with each item designed to reflect the perceived 
frequency, exposure, or severity of these risks. The 
mediating variable, Project Team Skills, comprised five 
key areas: (1) technical proficiency, (2) communication 
and collaboration, (3) critical thinking and problem-
solving, (4) time and decision management, and (5) 
adaptability and flexibility. Items representing these skills 
were adapted from validated frameworks within the 
literature on team effectiveness and cybersecurity 
competencies [38,96,102]. Respondents rated the extent to 
which these skills were demonstrated within their teams. 
Team-Based Cybersecurity Readiness was assessed across 
six dimensions: (1) preventive capabilities, (2) threat 
detection readiness, (3) coordination in incident response, 
(4) recovery and continuity planning, (5) task ownership 
and alignment, and (6) effective communication during 
crises. These elements were informed by widely 
recognized readiness models and incident management 
literature [50,51,55]. 

To ensure instrument validity, a two-phase validation 
process was conducted. Initially, subject matter experts in 
cybersecurity and logistics reviewed the items for 
relevance and clarity. Subsequently, a pilot study involving 
30 respondents from the target population was carried out 
to test internal consistency. Feedback from the pilot was 
used to make minor refinements, thereby improving the 
clarity and alignment of items with their respective 
constructs. 

 
3.4 Data collection 

The data for this study were gathered through a 
structured, self-administered questionnaire aimed at 
collecting quantitative input from IT and operations 
managers employed in express delivery service companies 
across Jordan. The questionnaire was distributed online via 
Google Forms to facilitate broad and efficient 
participation, allowing respondents from geographically 
dispersed locations to access the survey easily [138]. A 
formal invitation package—including a participant 
information sheet and a consent form—was initially sent to 
the human resources departments of the 476 identified 
companies, who were then responsible for forwarding the 
survey link to the designated personnel. To improve 
participation and ensure high response quality, follow-up 
reminders were sent through email and telephone two 
weeks after the initial distribution. The survey remained 
open for a total duration of six weeks. Participation was 
entirely voluntary, and respondents were assured of the 
confidentiality of their input, thereby reducing the 
likelihood of social desirability bias and promoting more 
accurate responses [139]. Before the full rollout, the 
questionnaire underwent a pilot test involving 30 managers 
from the target population. This phase assessed the 
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questions' clarity, timing, and alignment with the study’s 
objectives. Based on the feedback received, minor 
revisions were made to enhance the wording and flow of 
the items. 

During the main data collection phase, 310 valid 
responses were received, yielding a response rate of 32.6% 
relative to the total population of 952 managers. This figure 
surpassed the minimum required sample size of 119, 
calculated through G*Power analysis, and ensured 
sufficient statistical power and generalizability. The 
collected data were exported from Google Forms into 
Microsoft Excel and then transferred to SPSS for data 
cleaning and initial preparation for analysis. The entire 
process adhered to ethical research standards, including 
obtaining informed consent, ensuring participant 
anonymity, and securing voluntary participation, by 
institutional research guidelines and international ethical 
practices [140]. 

 
3.5 Analysis technique 

The study utilized descriptive analysis, reliability and 
validity testing, and structural equation modeling (SEM) to 
examine the hypothesized relationships in the conceptual 
model. Initial data screening and descriptive statistics were 
performed using SPSS (v27), while structural modeling 
and hypothesis testing were conducted using SmartPLS 
4.0. The partial least squares SEM (PLS-SEM) approach 
was selected for its suitability for predictive research 
involving latent variables and mediation analysis 
[134,141]. Preliminary data analysis involved evaluating 
the dataset for missing values, outliers, and deviations from 
normality to ensure its appropriateness for SEM [142]. 
Descriptive statistics were used to summarize the 
demographic characteristics and item-level responses, 

including means, standard deviations, and frequency 
distributions. Cronbach’s alpha and composite reliability 
(CR) were calculated to assess measurement reliability, 
with thresholds of 0.70 or higher considered acceptable 
[143]. Convergent validity was verified through the 
average variance extracted (AVE), requiring a minimum 
value of 0.50. Discriminant validity was tested using the 
Fornell–Larcker criterion and the Heterotrait–Monotrait 
ratio (HTMT), following established guidelines [144,145]. 
Path coefficients and their statistical significance were 
estimated through bootstrapping with 5,000 resamples for 
testing the structural model. This enabled the evaluation of 
both the direct effects of cyber-attack features on team-
based cybersecurity readiness and the indirect effects 
mediated by project team skills. The model’s explanatory 
power was assessed using the coefficient of determination 
(R²) and effect size (f²) metrics [134]. Additionally, model 
fit was evaluated using the standardized root mean square 
residual (SRMR), with values below 0.08 indicating an 
acceptable level of fit [146]. 

 
4 Results 
4.1 Demographic profile of respondents 

Table 1 presents the demographic breakdown across 
various categories, including gender, age, job role, years of 
professional experience, geographical region, and 
organization size. A significant majority of respondents 
were male (73.2%), which mirrors the existing gender 
distribution in this sector. The age distribution revealed 
that 44.5% of participants were between 30 and 39 years 
old, and 31.6% were between 40 and 49. This indicates that 
most respondents were mid-career professionals, likely 
with substantial experience managing technology and 
operations. 

 
Table 1 Demographic characteristics of respondents (N = 310) 

Variable Category Frequency (n) Percentage (%) 

Gender 
Male 227 73.2 

Female 83 26.8 

Age 

20–29 42 13.5 
30–39 138 44.5 
40–49 98 31.6 
50+ 32 10.3 

Job Position 
IT Manager 153 49.4 

Operations Manager 157 50.6 

Years of Experience 

1–5 64 20.6 
6–10 122 39.4 
11–15 89 28.7 
16+ 35 11.3 

Region 
Northern Jordan 106 34.2 
Central Jordan 130 41.9 

Southern Jordan 74 23.9 

Company Size 
Small (10–50 employees) 84 27.1 

Medium (51–200) 179 57.7 
Large (201+) 47 15.2 
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The sample was almost evenly split in professional 
roles: 49.4% of the respondents identified as IT managers, 
while 50.6% held operations management positions. This 
balanced representation supports a comprehensive 
understanding of technical and operational perspectives on 
cybersecurity readiness. Regarding work experience, 
39.4% of participants had been in the field for 6 to 10 years, 
highlighting a workforce with a solid foundation in 
industry practices and cybersecurity concerns. An 
additional 28.7% had between 11 and 15 years of 
experience, further reinforcing the sample's depth of 
expertise. In terms of geographical location, respondents 
were distributed throughout Jordan, with the largest 
proportion based in the central region (41.9%), followed by 
those in the north (34.2%) and south (23.9%). This 
geographical diversity ensures a well-rounded view of 
practices and challenges across different parts of the 
country. Company size was also considered. Over half of 
the participants (57.7%) worked in medium-sized firms 
employing between 51 and 200 individuals. Smaller 
companies (10–50 employees) accounted for 27.1% of the 
sample, while large enterprises (with more than 200 
employees) comprised 15.2%. These figures suggest that 
medium-sized organizations are a prominent segment of 
Jordan’s express delivery sector and will likely play a key 
role in shaping national cybersecurity readiness. 
 
4.2 Descriptive statistics of latent constructs 

The first construct, Cyber-Attack Features, includes 
four key sub-dimensions: vulnerabilities in software or 
systems, human error, weak credentials, and insider 
threats. These represent critical sources of cyber risk within 
the operational environment of express delivery services. 
The mean scores for these sub-constructs ranged from 5.15 
to 5.31. Specifically, human error received the highest 
average score (5.31), highlighting it as the most commonly 
perceived threat. Meanwhile, weak credentials had the 
lowest mean (5.15), though still above the scale midpoint, 
indicating a general awareness of credential-related 
vulnerabilities. The standard deviations, all under 1.00, 
suggest that perceptions across respondents were relatively 
consistent, reflecting a shared recognition of cyber risks 

within the industry. The mediating variable, Project Team 
Skills, was assessed through five sub-constructs: technical 
expertise; communication and collaboration; problem-
solving and critical thinking; time management and 
decision-making; and adaptability and flexibility. These 
skills are essential for ensuring rapid and coordinated 
responses to cyber threats within team-based structures. 
The reported mean values ranged from 5.54 to 5.68, 
indicating a high level of agreement among participants 
about their teams’ capabilities. Notably, adaptability and 
flexibility received the highest rating (5.68), underscoring 
the importance placed on agility and responsiveness in 
dynamic cybersecurity environments. The relatively low 
standard deviations (below 0.85) across all sub-constructs 
indicate minimal variance in respondent perceptions, 
suggesting a widely shared view of team competence and 
preparedness. The final construct, Team-Based 
Cybersecurity Readiness, was evaluated using six sub-
constructs: prevention capacity, threat detection readiness, 
incident response coordination, recovery and continuity 
readiness, alignment and task ownership, and crisis 
communication effectiveness. These dimensions 
collectively represent the organization’s ability to prevent, 
identify, respond to, and recover from cyber incidents. The 
mean scores for these indicators ranged from 5.37 to 5.48. 
Among them, alignment and task ownership had the 
highest average (5.48), suggesting strong clarity in roles 
and responsibilities during cyber incidents. Conversely, 
recovery and continuity readiness scored lowest (5.37), 
indicating a slightly more varied level of preparedness in 
this area. Standard deviations ranged from 0.83 to 0.91, 
showing that while most organizations demonstrated a 
generally high level of readiness, some variation exists, 
possibly reflecting differences in resource allocation, 
training, or incident experience across companies. 

These descriptive results highlight that Jordan's 
participating express delivery firms generally possess well-
developed capabilities in managing cyber threats. High 
mean values across all constructs suggest strong 
organizational awareness and team-based preparedness. 
Table 2 summarizes the average scores and standard 
deviations for all constructs and their respective sub-
dimensions.

 
Table 2 Descriptive statistics of constructs and sub-constructs (N = 310) 

Main Construct Sub-Construct Mean SD 

Cyber-Attack Features 

Vulnerabilities in Software/Systems 5.24 0.91 
Human Error 5.31 0.88 

Weak Credentials 5.15 0.90 
Insider Threats 5.28 0.85 

Project Team Skills 

Technical Expertise 5.58 0.83 
Communication and Collaboration 5.63 0.79 

Problem-Solving and Critical Thinking 5.61 0.82 
Time Management and Decision-Making 5.54 0.78 

Adaptability and Flexibility 5.68 0.80 

Cybersecurity Readiness 
Prevention Capacity 5.45 0.84 

Threat Detection Readiness 5.39 0.87 
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Incident Response Coordination 5.42 0.91 
Recovery and Continuity Readiness 5.37 0.88 

Alignment and Task Ownership 5.48 0.85 
Crisis Communication Effectiveness 5.41 0.83 

4.3 Measurement model evaluation 
Before testing the hypothesized relationships among 

cyber-attack features, project team skills, and team-based 
cybersecurity readiness, the measurement model was 
evaluated to ensure that the latent constructs were 
measured reliably and validly. This step was critical to 
confirm that the questionnaire items accurately represented 
their respective theoretical constructs and could be used 
confidently in the subsequent structural model analysis. 
The measurement model was assessed using Partial Least 
Squares Structural Equation Modeling (PLS-SEM) via 
SmartPLS 4.0. Four key assessments were performed: 
internal consistency reliability, convergent validity, 
discriminant validity, and indicator reliability. The 
following subsections outline the results of these 
evaluations, which confirm the measurement model’s 
robustness and suitability for further analysis. 

 
4.3.1 Internal consistency reliability 

Internal consistency reliability examines the degree to 
which multiple items measuring the same construct 
produce consistent results. Two metrics were used in this 
study: Cronbach’s alpha and composite reliability (CR). 
While Cronbach’s alpha offers a conservative estimate of 
reliability, composite reliability is considered more 
appropriate in PLS-SEM as it accounts for the different 
factor loadings of each indicator [134]. According to the 
standard criteria suggested by [143], values above 0.70 are 
deemed acceptable. As reported in Table 3, all constructs 
exceeded the minimum threshold. Cronbach’s alpha values 
ranged from 0.89 to 0.92, and CR values ranged from 0.91 
to 0.94. These results confirm a high level of internal 
consistency, indicating that the measurement items reliably 
represent their associated latent constructs. 

 
Table 3 Internal consistency reliability: Cronbach’s alpha and 

composite reliability (N = 310) 
Construct Cronbach’s 

Alpha 
Composite 
Reliability 

Cyber-Attack Features 0.89 0.91 
Project Team Skills 0.92 0.94 

Team-Based 
Cybersecurity 

Readiness 

0.90 0.93 

 
All values surpass the recommended cutoff, indicating 

excellent reliability. This suggests that respondents 
interpreted the items within each construct consistently, 
reinforcing the validity of the results. 
 
4.3.2 Convergent validity 

Convergent validity assesses whether indicators of a 
given construct share a high proportion of variance, 

implying they converge on the same underlying concept. 
This was evaluated using two criteria: the Average 
Variance Extracted (AVE) and standardized factor 
loadings. AVE values above 0.50 signify that the construct 
explains more than half of the variance in its observed 
indicators [144]. Similarly, factor loadings should exceed 
0.70 to be considered statistically meaningful. As 
summarized in Table 4, all AVE values ranged from 0.64 
to 0.76, well above the 0.50 benchmark. Additionally, the 
standardized loadings for individual items fell between 
0.72 and 0.89. These findings confirm that the indicators 
are strongly associated with their corresponding latent 
variables, supporting convergent validity. 

 
Table 4 Convergent validity: standardized loadings and Average 

Variance Extracted (AVE) 
Construct Range of 

Loadings 
AVE 

Cyber-Attack Features 0.73 – 0.84 0.64 
Project Team Skills 0.75 – 0.89 0.71 

Team-Based Cybersecurity 
Readiness 

0.72 – 0.88 0.76 

 
All AVE values exceed the minimum acceptable level, 

and individual item loadings are robust. This indicates that 
each construct successfully captures the variance of its 
indicators, justifying their inclusion in the structural 
analysis. 
 
4.3.3 Discriminant validity 

Discriminant validity evaluates the extent to which a 
construct is truly distinct from other constructs in the 
model. This was assessed using two complementary 
methods: the Fornell–Larcker criterion and the 
Heterotrait–Monotrait (HTMT) ratio. According to the 
Fornell–Larcker criterion, the square root of each 
construct’s AVE should be greater than its correlations 
with any other construct [144]. As presented in Table 5, 
each construct’s diagonal value (√AVE) exceeds the 
corresponding off-diagonal correlation values, confirming 
that the constructs are empirically distinct. 

 
Table 5 Fornell–Larcker criterion matrix 

Construct CAF PTS TCR 
Cyber-Attack Features (CAF) 0.80 

  

Project Team Skills (PTS) 0.66 0.84 
 

Team-Based Cybersecurity 
Readiness (TCR) 

0.61 0.72 0.87 

Note: Diagonal values represent the square root of AVE. 
 

In addition, the HTMT ratio, which provides a more 
stringent test of discriminant validity, was used. A value 
below 0.85 suggests adequate discriminant validity [145]. 
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As shown in Table 6, all HTMT values fall within the 
acceptable range, further supporting the distinctiveness of 
each construct. 

 
Table 6 Heterotrait–Monotrait ratio (HTMT) 

Construct Pair HTMT 
Value 

Cyber-Attack Features – Project Team 
Skills 

0.76 

Cyber-Attack Features – Cybersecurity 
Readiness 

0.73 

Project Team Skills – Cybersecurity 
Readiness 

0.81 

 
The Fornell–Larcker and HTMT assessments confirm 

that each construct measures a unique theoretical concept, 
with no significant overlap in meaning. This validation step 
ensures that the constructs can be independently 
interpreted in the context of the structural model. 

The findings from the measurement model evaluation 
demonstrate that all constructs used in this study are 
reliable and valid. Internal consistency is strong, 
convergent validity is well established, and discriminant 
validity is supported. In the next section, these results 
provide a solid foundation for analyzing the structural 
relationships among cyber-attack features, project team 
skills, and team-based cybersecurity readiness. 

 
4.4 Structural model evaluation - inner model 

Following the confirmation of the measurement model, 
the structural (inner) model was evaluated to test the 
proposed theoretical relationships among Cyber-Attack 
Features (CAF), Project Team Skills (PTS), and Team-
Based Cybersecurity Readiness (TCR). The analysis was 
conducted using SmartPLS 4, applying the Partial Least 
Squares Structural Equation Modeling (PLS-SEM) 
approach. The structural evaluation included five key 
components: assessment of collinearity, estimation of path 
coefficients and hypothesis testing, evaluation of explained 
variance (R²), computation of effect sizes (f²), and 
examination of model fit indicators. 

 
4.4.1 Collinearity assessment 

Collinearity diagnostics were performed using the 
Variance Inflation Factor (VIF) to ensure the reliability of 
path coefficient estimates. Collinearity occurs when 
predictor variables are highly correlated, which may distort 
the model's estimation and reduce interpretability. 
According to [134], VIF values below 5 are generally 
acceptable and indicate no critical multicollinearity 
concerns. As shown in Table 7, all VIF values ranged from 
1.38 to 2.03, well within the acceptable range. This 
confirms that multicollinearity is absent and that the 
predictor constructs contribute independently to the 
outcomes. 

Low VIF values indicate that each predictor variable 
has a distinct and independent contribution to the model, 

ensuring that multicollinearity does not affect the validity 
of the structural estimates. 

 
Table 7 Collinearity statistics (VIF) 

Predictor Construct Outcome Variable VIF  
Cyber-Attack 

Features 
Project Team Skills 1.88 

Cyber-Attack 
Features 

Cybersecurity 
Readiness 

1.79 

Project Team Skills Cybersecurity 
Readiness 

2.03 

 
4.4.2 Path coefficients and hypothesis testing 

Path coefficients were estimated using a bootstrapping 
procedure with 5,000 resamples to evaluate the strength 
and significance of hypothesized relationships. The results 
revealed that all proposed paths were statistically 
significant (Table 8). Cyber-Attack Features positively 
affected Project Team Skills (β = 0.66, t = 11.72, p < .001), 
suggesting that organizations facing more complex or 
frequent cyber threats tend to cultivate stronger team 
competencies. Additionally, Cyber-Attack Features 
directly influenced Cybersecurity Readiness (β = 0.33, t = 
6.54, p < .001), indicating that awareness and mitigation of 
cyber threats enhance organizational preparedness. Project 
Team Skills also showed a substantial positive effect on 
Cybersecurity Readiness (β = 0.54, t = 10.81, p < .001), 
highlighting the critical role of team capabilities in 
enhancing readiness. 

 
Table 8 Path coefficients, t-values, and significance 

(bootstrapping results) 
Path Coefficient 

(β) 
t-

value 
p-

value 
Cyber-Attack Features 
→ Project Team Skills 

0.66 11.72 < 
.001 

Cyber-Attack Features 
→ Cybersecurity 

Readiness 

0.33 6.54 < 
.001 

Project Team Skills → 
Cybersecurity 

Readiness 

0.54 10.81 < 
.001 

 
All path coefficients are statistically significant at the p 

< .001 level, supporting the hypothesized relationships 
strongly. This confirms that both direct and indirect effects 
of Cyber-Attack Features on Cybersecurity Readiness are 
substantial. 
 
4.4.3 Coefficient of determination (R²) 

R² values assess how much variance in the endogenous 
(dependent) variables is explained by the exogenous 
(independent) variables. According to common 
benchmarks, R² values around 0.25, 0.50, and 0.75 can be 
considered weak, moderate, and substantial, respectively 
[134]. As shown in Table 9, Project Team Skills had an R² 
of 0.44, indicating that Cyber-Attack Features explain a 
moderate portion of the variance in team skills. Meanwhile, 
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the R² value for Cybersecurity Readiness was 0.62, 
suggesting a strong level of explanation when both 
predictors (CAF and PTS) are included. 

 
Table 9 R² and adjusted R² for project team skills and 

cybersecurity readiness 
Construct R² Adjusted R² 

Project Team Skills 0.44 0.44 
Cybersecurity Readiness 0.62 0.62 
 
The model demonstrates substantial explanatory 

power, particularly for Cybersecurity Readiness. These 
values affirm the relevance of Cyber-Attack Features and 
Project Team Skills in shaping organizational 
cybersecurity outcomes. 

 
4.4.4 Effect size (f²) 

Effect size (f²) measures the contribution of a specific 
predictor to the R² value of an endogenous variable. 
According to Cohen (1988), values of 0.02, 0.15, and 0.35 
indicate small, medium, and large effects, respectively. As 
presented in Table 10, Cyber-Attack Features greatly 
affected Project Team Skills (f² = 0.79) and had a medium 
effect on Cybersecurity Readiness (f² = 0.23). Project 
Team Skills greatly affected Cybersecurity Readiness (f² = 
0.49), reinforcing its central role in the model. 

 
Table 10 Effect size (f²) for predictor constructs 

Predictor → Outcome f² Effect Size 
Interpretation 

Cyber-Attack Features → 
Project Team Skills 

0.79 Large 

Cyber-Attack Features → 
Cybersecurity Readiness 

0.23 Medium 

Project Team Skills → 
Cybersecurity Readiness 

0.49 Large 

 
These values indicate that Cyber-Attack Features are a 

key driver of skill development, and that Project Team 
Skills are a major determinant of cybersecurity readiness. 
The practical significance of each predictor is 
demonstrated. 

 
4.4.5 Model fit indices 

To evaluate the overall adequacy of the model, two fit 
indices were analyzed: the Standardized Root Mean Square 
Residual (SRMR) and the Normed Fit Index (NFI). An 
SRMR value below 0.08 indicates a good fit, while an NFI 
value above 0.90 reflects a strong comparative model fit 
[145]. As shown in Table 11, the SRMR value was 0.058 
and the NFI was 0.93, both meeting the recommended 
thresholds. 

 
Table 11 Model fit indices 

Fit Index Value Threshold Interpretation  
SRMR 0.058 < 0.08 Excellent Fit 

NFI 0.93 > 0.90 Strong Model Fit 

 
The fit indices confirm that the theoretical model 

closely aligns with the observed data, supporting the 
structural relationships proposed in the study. 

The results of the structural model evaluation confirm 
that the research framework is both statistically sound and 
theoretically meaningful. Cyber-Attack Features 
significantly influence Team-Based Cybersecurity 
Readiness both directly and indirectly through the 
development of Project Team Skills. The model 
demonstrates strong explanatory power, reliable path 
estimates, and robust fit indices, validating its application 
in the context of Jordanian express delivery service 
companies. 

 
4.5 Mediation analysis 

To assess whether Project Team Skills (PTS) mediate 
the relationship between Cyber-Attack Features (CAF) and 
Team-Based Cybersecurity Readiness (TCR), a 
bootstrapping analysis was conducted using SmartPLS 
with 5,000 resamples. Bootstrapping provides a robust, 
non-parametric method for testing indirect effects and 
estimating confidence intervals without assuming 
normality (Hair et al., 2021). As shown in Table 12, the 
direct path from CAF to TCR was statistically significant, 
with a standardized path coefficient of β = 0.33 (t = 6.54, p 
< .001) and a 95% confidence interval [0.22, 0.45]. This 
confirms that cyber-attack features, such as attack 
complexity, insider threats, or frequency, directly and 
positively influence the readiness of express delivery 
companies to respond to cybersecurity threats. 
Furthermore, the indirect effect of CAF on TCR through 
PTS was also significant, with a path coefficient of β = 0.36 
(t = 8.49, p < .001) and a confidence interval of [0.28, 
0.45]. This suggests that cyber-attack features influence 
team-based cybersecurity readiness directly and indirectly 
by enhancing project teams' skill sets. These skills—such 
as adaptability, technical expertise, and collaboration—
appear to serve as key mechanisms through which 
organizations strengthen their cybersecurity posture. The 
total effect of CAF on TCR, combining both direct and 
mediated paths, was β = 0.69 (t = 14.32, p < .001), with a 
confidence interval of [0.60, 0.78]. The magnitude of this 
total effect demonstrates a strong and consistent link 
between cyber-attack characteristics and organizational 
readiness. 

Since both the direct and indirect effects are significant, 
the analysis confirms a case of partial mediation. While 
cyber-attack features directly influence readiness, a 
significant portion of their impact is channeled through 
developing project team capabilities. These findings 
highlight the importance of recognizing cybersecurity 
threats and developing team-based competencies to 
manage them effectively. They align with recent research 
emphasizing the need for an integrated approach 
combining technical awareness and human capital in 
enhancing organizational cybersecurity [38,43].
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Table 12 Indirect effects and confidence intervals (bootstrapping for mediation) 

Effect Type Path β t-
value 

p-
value 95% CI Mediation 

Type 

Direct Effect (CAF → TCR) CAF → TCR 0.33 6.54 < .001 
[0.22, 
0.45] 

- 

Indirect Effect (CAF → PTS → 
TCR) 

CAF → PTS → 
TCR 

0.36 8.49 < .001 [0.28, 
0.45] 

Partial 
Mediation 

Total Effect (CAF → TCR via 
PTS) 

CAF → TCR + 
Indirect 

0.69 14.32 < .001 
[0.60, 
0.78] 

- 

These results demonstrate that Project Team Skills 
significantly mediate the relationship between cyber-attack 
features and cybersecurity readiness. The strong indirect 
effect affirms that enhancing team skills is a strategic 
response mechanism that strengthens readiness across the 
organization. These findings carry practical implications 
for decision-makers in the logistics and express delivery 
sectors, suggesting that building team capacity is just as 
vital as technological threat awareness in fostering digital 
resilience. 

 
4.6 Summary of hypothesis testing 

This section summarizes the results of the hypothesis 
testing conducted through structural equation modeling 
using SmartPLS. The study evaluated three direct 
hypotheses and one mediating hypothesis, all of which 
were derived from the conceptual model guiding the 
research. As presented in Table 13, the results strongly 
support each proposed relationship. Hypothesis H1 
proposed that Cyber-Attack Features (CAF) positively 
influence Cybersecurity Readiness (TCR). This was 
confirmed by a statistically significant path coefficient (β 
= 0.33, t = 6.54, p < .001), indicating that recognizing and 
addressing cyber threats contributes directly to enhancing 
organizational preparedness. Hypothesis H2 suggested that 
CAF also directly affects Project Team Skills (PTS). The 

findings supported this relationship (β = 0.44, t = 7.22, p < 
.001), suggesting that increased exposure to cyber risks 
drives the development of team capabilities, such as 
technical problem-solving and adaptability, within project 
environments. Hypothesis H3 examined the direct impact 
of PTS on TCR. With a path coefficient of β = 0.47 (t = 
8.01, p < .001), the results confirmed a significant positive 
relationship. This reinforces the role of skilled, coordinated 
teams in enabling organizations to respond effectively to 
cybersecurity incidents. The mediating hypothesis, H4, 
investigated whether PTS mediates the link between CAF 
and TCR. As detailed in Section 4.5, both the direct and 
indirect paths were significant, confirming the presence of 
partial mediation. The indirect effect (β = 0.36, t = 8.49, p 
< .001) demonstrates that project team capabilities 
substantially enhance the influence of cyber-attack features 
on readiness, thereby amplifying the organization’s 
response capacity. 

These findings validate the study’s theoretical 
framework and underscore the integrated nature of 
technical threat factors and internal human competencies. 
They also offer practical implications for cybersecurity 
management in express delivery service organizations, 
highlighting the need for threat recognition and project 
team development investment to ensure robust 
cybersecurity readiness.

  
Table 13 Summary of hypotheses, paths, and results 

Hypothesis Structural Path Standardized 
Coefficient (β) 

t-
value 

p-
value Supported 

H1 
Cyber-Attack Features → Cybersecurity 

Readiness 
0.33 6.54 < .001 Yes 

H2 
Cyber-Attack Features → Project Team 

Skills 
0.44 7.22 < .001 Yes 

H3 
Project Team Skills → Cybersecurity 

Readiness 
0.47 8.01 < .001 Yes 

H4 
Cyber-Attack Features → Project Team 

Skills → Cybersecurity Readiness 
(Mediating) 

0.36 (Indirect) 8.49 < .001 
Yes (Partial 
Mediation) 

5 Discussion 
This study’s findings clearly show that certain cyber-

attack features—especially their complexity, frequency, 
and advanced nature—significantly affect how well 
organizations prepare for and manage cybersecurity risks 
[23,29]. These results are consistent with patterns seen in 
the logistics and transport industries, where the growing 

number of complex cyber threats has led companies to 
strengthen their detection systems and improve their ability 
to respond. Notable examples, such as the NotPetya attack 
that heavily impacted operations at Maersk and TNT 
Express, highlight how repeated cyber incidents can 
prompt major changes in cybersecurity strategies and 
infrastructure [147]. 
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In line with earlier research, this study confirms that 
frequent exposure to advanced cyber threats drives 
technical upgrades and supports team skills growth. For 
instance, [38] highlighted that team communication and 
coordination are essential to managing cybersecurity 
challenges. The present findings build on this by showing 
that teams regularly facing complex threats tend to develop 
stronger response capabilities, increased trust among team 
members, and improved learning habits [40]. These 
insights are further supported by studies using simulated 
environments, where high-pressure situations have been 
shown to enhance awareness and performance in 
responding to incidents, as illustrated by Fausett and 
Keebler (2023). 

The strong link between project team skills and 
cybersecurity readiness points to the crucial role of human 
expertise in reducing cyber risk. When teams possess the 
right skills, they can react more effectively to attacks, help 
maintain organizational stability, and rely on shared mental 
models that support fast, well-informed decisions 
[43,51,55]. This evidence reinforces the view that effective 
cybersecurity plans should not rely solely on technology 
but should also include investment in workforce 
development [50,53]. 

The mediation analysis further revealed that team skills 
partly explain the connection between cyber-attack 
features and readiness [134]. This supports the idea from 
trait-activation theory that external challenges can trigger 
hidden capabilities within individuals and groups, 
improving overall organizational performance [43,51]. At 
the same time, the presence of a direct impact from cyber 
threats on readiness suggests that external attacks and 
internal team strengths contribute to building resilience. 
This dual effect indicates that threat exposure and internal 
capabilities shape how prepared an organization is 
[55,144]. 

These results have clear practical implications for 
logistics and express delivery firms. Organizations should 
adopt cybersecurity strategies that balance technology 
upgrades with continuous team development. Regular 
cyber drills, encouraging collaboration across departments, 
and flexible planning should be part of everyday operations 
to improve adaptability and coordination [38,51]. 
Embedding these practices into standard procedures can 
help create a proactive culture about cybersecurity and be 
ready to handle new and evolving threats [43]. 

Theoretically, this research also adds to the broader 
understanding of cybersecurity in organizations. It expands 
current models by showing how the nature of cyber 
threats—like how often they happen or how complex they 
are—can drive improvements in technical systems and 
human capabilities. While earlier frameworks (e.g., [51]) 
mainly focused on behavior or organizational culture, this 
study highlights how external challenges prompt team 
learning and coordination. Recognizing project team skills 
as a mediating factor offers a fresh angle on how 
organizations can become more resilient. Past research, 
such as [4], often emphasized leadership’s role but did not 

explore how ongoing cyber threats help shape skills within 
operational teams. This study helps close that gap by 
showing how real-world pressure activates human 
potential, resulting in better preparedness. 

For those responsible for managing cybersecurity, 
these insights offer valuable guidance. Understanding the 
specific traits of cyber threats should influence where 
resources are allocated—not only in terms of protective 
tools but also in training and team development. Training 
programs should reflect the nature of current threats, 
especially their complexity and frequency, while practice 
exercises that simulate real attacks can help teams build 
experience and respond more effectively [38]. After real 
and simulated events, follow-up reviews can promote 
learning and improve future processes. Integrating 
cybersecurity tasks into daily logistics work helps make 
readiness an ongoing and embedded part of business 
operations. 

At a policy level, these findings suggest that regulators 
in Jordan and other emerging markets should create 
cybersecurity frameworks that measure both technology 
and people-related factors. Adopting models like the one 
proposed in [51]—which focus on learning, collaboration, 
and workplace culture—can support better assessment and 
coordination throughout the logistics sector. Promoting 
digital skills, running industry-wide drills, and funding 
training programs can strengthen readiness at both 
individual and organizational levels. Public agencies can 
further support these efforts through national strategies, 
shared knowledge platforms, and real-time monitoring 
tools across the supply chain. Although this research makes 
several contributions, it is not without limitations. The 
study’s cross-sectional design means it cannot confirm 
cause-and-effect relationships or track how skills develop 
over time. Its focus on Jordan’s express delivery sector also 
limits the extent to which findings can be applied 
elsewhere. In addition, the use of self-reported survey data 
may introduce some bias, even though techniques like 
Harman’s single-factor test were used to reduce this risk. 
Future studies should use longitudinal designs to capture 
better how threats and team responses change over time. 
Comparing findings across countries or sectors may also 
reveal how different systems and cultures affect 
cybersecurity readiness. Furthermore, using qualitative 
methods—such as case studies or interviews—could offer 
deeper insight into how teams work together and learn 
from cyber events. Future research might also explore 
other influencing factors, such as leadership approaches, 
technology maturity, or organizational culture, to 
understand how cybersecurity resilience develops [51]. 

In conclusion, this study shows that cybersecurity 
readiness in logistics depends not only on the nature of 
external threats but also on the capabilities of internal 
teams. The partial mediating role of project team skills 
makes it clear that simply facing threats is not enough—
what matters is having skilled and adaptable teams that can 
turn those challenges into effective responses. By 
combining analysis of threat features with efforts to build 
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human expertise, this study adds theoretical insight and 
practical value for logistics companies facing constant 
digital risks. 

 
6 Conclusion 

This research explored how certain cyber-attack 
features—specifically their sophistication, frequency, and 
complexity—affect cybersecurity readiness among project 
teams in Jordan’s express delivery sector. A key part of the 
study was examining the project team skills' role in linking 
these cyber threats to organizational preparedness. Using a 
quantitative cross-sectional approach and validating the 
model with structural equation modeling, the findings 
showed that cyber-attack traits directly and indirectly 
impact cybersecurity readiness. The discovery of a partial 
mediation effect offers a vital takeaway: understanding and 
identifying threats is important, but having skilled, flexible 
teams is what truly turns that knowledge into practical 
readiness. This underlines the importance of human 
resources in supporting technology and maintaining 
resilience in cybersecurity. 

From a logistics management standpoint, the study 
offers clear guidance. Companies in the express delivery 
field should focus on both tracking threats and developing 
team capabilities. To do this, they should regularly run 
realistic cybersecurity drills, promote cross-departmental 
collaboration, and implement clear plans for managing 
incidents. Because these companies rely heavily on real-
time technology and seamless service delivery, it is 
essential to build technically skilled teams, aware of 
ongoing risks, and able to work together effectively. This 
preparation can reduce the impact of cyber incidents and 
help maintain uninterrupted service. 

These insights are useful for logistics managers, IT 
professionals, and policymakers. In Jordan and similar 
developing markets, cybersecurity planning should go 
beyond protecting systems and also focus on strengthening 
the skills of the people involved. National policies 
supporting digital training, joint cyber exercises, and 
knowledge sharing across supply chains can help build 
stronger, more resilient systems. 

That said, the study does have a few limitations. 
Because it relied on self-reported data, there is a risk of 
personal bias in responses. Its focus on Jordanian express 
delivery companies also means the results may not fully 
apply to other regions or sectors. Additionally, the cross-
sectional design only provides a snapshot, making it 
difficult to track how teams adapt or grow in response to 
ongoing threats. Future studies should consider using a 
long-term approach to examine how exposure to cyber 
threats influences team learning. Comparing data across 
countries or industries could also reveal how different 
environments shape readiness. Moreover, exploring 
additional influencing factors—such as leadership 
approaches or company culture—could give a more 
complete picture of what drives cybersecurity resilience. 

To conclude, this study adds to the broader 
understanding of cybersecurity by linking external threats 

with the internal skills of project teams. It shows how 
technical challenges and human readiness shape how well 
logistics organizations respond to cyber risks. The findings 
offer value for academic research and practical efforts to 
improve cybersecurity in fast-paced, digitally driven 
industries like express logistics. 
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