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Abstract: The increasing frequency and complexity of cybacdts pose a significant threat to the expresstiogisector,
where digital coordination and data integrity aseemtial for operational continuity. This study mxaes how specific
cyber-attack features influence team-based cyhatiggceadiness, focusing on the mediating rolerofect team skills.
The research addresses a practical problem fackbisyics firms in Jordan, many lacking standaedizybersecurity
protocols despite rising digital adoption. Usingj@antitative, cross-sectional design, data wertecteld from 310
employees in express delivery service companiesctBtal equation modeling (SEM) via SmartPLS wapleyed to
test the proposed relationships. The results detratesthat cyber-attack features significantly etffeybersecurity
readiness, both directly and through the partiatliateon of project team skills. Teams with strongechnical and
collaborative capabilities were more effectiveramslating threat exposure into organizational @regness. The model
accounted for 69% of the variance in cybersecuedgliness. This study contributes a novel integmaif technical threat
dimensions and human-centered readiness withistlogioperations. It offers actionable insightslégistics managers
aiming to strengthen cyber resilience through tadjekill development and team-based interventions.

1 Introduction to recognize threats, respond effectively, and wieco

The logistics sector has undergone a major shift jHickly [7,8]. Without proper readiness, companiisk
adopting digital tools like real-time tracking, sma financial losses, damage to their reputation, aegall
devices, cloud services, and connected communicatisonsequences. Therefore, cybersecurity shouldelagett
platforms to boost efficiency and responsivenes8][1 as an organizational priority, not just a technitask
Within this changing environment, express delivery9,11].
services rely heavily on these digital systemsatadte fast The express delivery sector in Jordan has seed rapi
and time-sensitive deliveries across wide and oftegfowth, fueled by rising online shopping, urban
complex areas [4,5]. While these technologies impro development, and national plans like Jordan Vigiog5,
speed and visibility, they also create more opities for Which support logistics improvements [13-15]. Mebil
cyberattacks, increasing the risk of digital thse&t7]. apps and smart delivery platforms have reshaped how

As logistics systems become more connected—linkirggrvices operate, particularly in cities such asmkm
with external delivery partners, online retailensd global [14,16]. These systems played a vital role durihg t
networks—the risks related to cybersecurity alsmagin =~ COVID-19 lockdowns by keeping deliveries running
scale and complexity [8-10]. Many logistics comesni despite movement restrictions [14,17].
particularly in less developed regions, struggl¢hvald Today, delivery firms in Jordan depend on digitail$
systems, inconsistent security measures, and tmitdke GPS tracking, automated dispatching, and eénéd
spending on protective tools. These gaps make tasy data systems to handle operations and customeicserv
targets for attacks like ransomware, phishing, iserv [17-20]. However, many small and mid-sized compgnie
disruptions, and data theft [11,12]. Cybercriminsike face security challenges due to outdated technologyr
advantage of the sector’s need for fast respomskbeavy Cybersecurity management, and a lack of readiness
reliance on digital connections, knowing that eweief [18,20,21]. Often, they do not have dedicated sgcstaff
service interruptions can cause widespread problers formal response plans, leaving general IT warker
across supply chains [5,6]. _handle threats they may not be trqmed fqr [19,IB}e.se

Because of this, cybersecurity preparedness higgues are made worse by inconsistent risk planaily
become a key concern, especially for express dgliveminimal investment in staff training, especially foroject
services that depend on real-time operations ansistent teams that operate without clear cybersecurity ejiries
performance [1-4]. Being prepared goes beyond kgthia  [16,20].
right technology; it also means ensuring teamgraieed
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Cyberattacks come with specific patterns and traits complex or new they are, and how team skills shibpe
such as their type, how often they happen, how ¢exnp company’s ability to respond.

they are, and whether they’re new or evolving—#féct

how a company can respond and recover [23,24]. Krgpw reviews

these features helps classify threats and undelrskeair

The rest of this paper is organized as followstiSe@
the existing literature on cyber-attack
characteristics, team  skills, and cybersecurity

potential impact on operations [23,27]. For examplereparedness. Section 3 outlines the research thetho
phishing targets human mistakes, ransomware blocksluding how the survey was designed and the data

access to data, and denial-of-service attacks is@idices
unavailable [28-30]. When attacks are
complicated, or unexpected, traditional securittd@ften
fail—especially in industries that rely on fastntdauous
operations [31-36].

frequeng discusses the broader

analyzed. Section 4 presents the study’s findiBgstion
theoretical and practical
implications. Finally, Section 6 offers conclusioaad
suggests areas for future research.

Team-based cybersecurity readiness refers to hdw w@  Literature review

a company's staff—across IT, security, and risksetcan

prepare for, handle, and bounce back from cybesathr

[38,39]. This readiness includes access to toots st
skills like staying aware, making decisions undeispure,
and working together in real time [38,42]. Withatitong

teamwork and clear communication, even advanceg,

2.1 Cyber-attack featuresin logistics

Cyberattacks on logistics operations, especially in
express delivery service companies (EDSCs), hasanhe
more common as the industry becomes increasingly
dependent on digital systems and connected teatieslo
ese attacks often take advantage of technicatflnd

technology can fall short during an incident [43-47 hyman mistakes, leading to serious problems such as
Therefore, it's important to assess readiness YiToUfinancial losses, service interruptions, and damiage

technical systems, team behavior, and organizdtio%mpany-s reputation [63-65]. A major entry point f

culture [40,38].

these attacks is software and IT infrastructurekmesses,

The skills of project teams—including teCh”icalincluding poor application design, insecure setjrand

expertise, flexibility, coordination, and problemhsng—
play a major role in responding to cyber threafsatifvely
[43,51]. In fast-moving delivery environments, thésams
are often the first to deal with an incident [4],5Quick,
skilled responses are crucial to controlling trseand
getting services back on track [48,53]. Technicedipable
teams can spot weak points and apply the righsfiwile

gaps in Internet of Things (loT) devices often used
logistics platforms [63-65]. In express delivennguanies,
these weaknesses frequently affect critical systkikes
tracking tools, logistics applications, and onlideta
storage platforms, making them prime targets fakimeay
and service breakdowns [63-65].

Although experts recommend strategies like regular

clear communication helps ensure that all effonts asystem updates, safe programming methods, andesecur

aligned during a crisis [44,47,54]. Adaptabilityeiso key,

software development cycles [69-71], studies shioat t

as it allows teams to adjust quickly in unpreditgab many logistics companies—particularly small and

situations—a critical strength in high-risk opevat
[55,56].

Even though interest in cybersecurity is growingsin
research still focuses on technical solutions agdllrules,
with little attention to the teams' skills [57]. 18e studies
have looked at individual training or practice exses, but
few explore how the real-world skills of projectates
affect security outcomes [58,59]. Often, teams seen
only as parts of the organization, which hidesrthpecific
contributions [40,57]. This lack of focus is espdyi
noticeable in the Middle East, where detailed nedean
cybersecurity in logistics is still limited [19,60)hile the
growth of logistics in Jordan has been studiedethdittle

data on how delivery teams handle cyber threalg.

[14,20,22]. Without this knowledge, it's hard tosam
effective and tailored strategies [17,22].

medium-sized enterprises (SMEs)—struggle to apyye
measures consistently [66-68]. SMEs usually lack th
funding or expertise to establish strong cybersgcur
systems. In contrast to larger organizations thatement
complete cybersecurity plans and perform regulstirtg,
SMEs often depend on general IT support and basic
security tools, which leaves many gaps open for
exploitation [66-68]. This reflects a significantvide
between what the literature recommends and what is

realistically implemented in day-to-day logistics
operations.
Human mistakes are another major source of

cybersecurity issues and remain a persistent proble
ross various sectors [72-74]. In logistics, exarch as
incorrect data handling, falling for phishing scarasad
misusing systems can compromise security and privac

To close this gap in understanding, the presenlystu7_74]. The high-pressure work environment anddemnt

looks at how the skills of project teams influerite
relationship between the nature of cyberattackapdall
cybersecurity readiness in Jordan’s express dglsector
[61,62]. It adds to academic knowledge by conngdtire
traits of cyber threats with the abilities of teamifering a
more people-focused view of logistics cybersecuritye
study specifically examines how often attacks ochaw

staff turnover in express delivery services makevién
harder to maintain consistent cybersecurity prastic
[75-77]. While training and awareness programs are
widely encouraged [78-80], research suggests theset
efforts often fail to have a long-term impact uslésey are
supported by regular monitoring and a strong
organizational focus on cybersecurity behavior 08-
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Another common risk is poor authentication haliite, customer service tools [52]. Teams that follow gliftes
weak or repeated passwords. These practices cam imaksuch as the NIST Cybersecurity Framework tend to be
easier for attackers to gain unauthorized accesgstems more resilient [43,51]. However, studies show thatle
used for delivery tracking, customer interactioasidd many know these frameworks, small and mid-sizegepto
payment processing [81-83]. The problem become& maeams often fail to apply them consistently [41,51]
serious in cloud-based platforms, where poor itgaind The second aspect is threat detection readinessh wh
access controls can expose larger parts of a corigpanmeasures how well teams can monitor systems fasuatu
digital infrastructure to attack [84-86]. Althoutgpls like activity before a problem escalates. This includsig
multi-factor authentication (MFA), password managertools like intrusion detection systems (IDS), event
and real-time access monitoring are strongly recemied monitoring platforms (SIEM), and analyzing systesgd
[87-89], many logistics companies—especially those [44,47]. In fast-paced logistics settings, spottisgues
developing regions like Jordan—struggle to applysth early is essential to avoid major disruptions [48gular
protections due to limited budgets or technicalviimw  training and practice scenarios improve this skillit
[66-68]. evidence shows that many logistics teams eithe't tidly

Insider threats—whether intentional or accidental—dse these tools or struggle with them due to lidhgkills
also pose serious dangers within logistics companier system complexity [44,47].

[90-92]. Employees, contractors, or outside service Incident response coordination is the third keyaare
providers with access to sensitive systems capmitfake focusing on how quickly and effectively a team ceact
errors that compromise security or intentionallysmse during a cyber incident. This involves assigningesp
their access without being detected by typical "cu stopping threats, and analyzing what happened §391p
measures [90-92]. To counter these risks, companidied express delivery services, where delays can aféege
to use a combination of tools like activity monibay, user networks, well-prepared teams communicate cleanty a
behavior analysis, and strict access control pasicifollow detailed response plans [38,40]. Despite itV
[93-95]. Although research on detecting insideed#its is such plans, many teams don't practice them regularl
growing, practical applications in the logisticctee are which leads to slower and less effective respomgen
still rare and not well-documented [93-95]. real incidents occur [39,50].

The cybersecurity risks faced by Jordanian express The fourth area, recovery and continuity readiness,
delivery firms show why it's important to haverelates to how well a team can restore systemsesone
comprehensive protection strategies that addrebsiteal normal operations after an attack. This includescating
systems, human factors, and access control weagiesslisaster recovery plans (DRPs), using businessnuaiyt
Even though general guidelines are widely known9b68 procedures (BCPs), and checking data for accudddy|n
few studies examine how these recommendations dagistics, delays in restoring key systems can caffe
implemented in logistics environments. This lack ofleliveries and customer services [39]. While maogies
research is especially noticeable in the MiddletBmisere  support using DRPs and BCPs, little research shoms
region-specific data is limited. As cyber threaiatinue to  well they work in real-world logistics situatiorespecially
evolve, focused research—especially studies ontkams in regions like the Middle East [39,41].

respond in real situations—is vital for creatindeefive Role alignment and task ownership, the fifth
cybersecurity strategies that improve protectiord arcomponent, deals with clearly assigning responésiso
resilience in logistics [66-68,84-86]. that every team member knows their duties duriagter
incident. Studies show that when tasks match eaxdop's
2.2 Team-based cybersecurity readiness skills, the team becomes more efficient and acehlet

Team-based cybersecurity readiness refers to hdw wi1,55]. Using role charts or skill maps helps vitits, but
technical and operational teams can work togetber such practices are not consistently applied inshzs
prevent and respond to cyber threats quickly aficiesfitly ~ project teams [38]. When roles are unclear, tearag m
[43,51]. In express delivery companies, where ses/i duplicate efforts, skip steps, or make slow deosiduring
depend on fast digital systems and timely operationa crisis [51,55].
having this kind of team coordination is especially The final area, crisis communication effectiveness,
important. As cyberattacks become more complexnsgea focuses on how well a team shares important infoama
from different departments must maintain a unifsal during a cyberattack. Internally, this helps cooadé
prepared approach to protect the organization $41,5 actions, while externally it helps maintain trusithw

This type of readiness involves six connected areggstomers and partners. Both are crucial in express
forming a strong defense system. The first is piéwa  delivery settings where timing is everything [4(,45
capability, which reflects how effectively a tearanc However, many logistics teams lack structured
identify and reduce threats before they cause hd@ilis. communication plans or pre-prepared messagesngali
includes  hardening  systems, ensuring  secug®nfusion and mixed messaging when issues occiir [38
configurations, applying updates, and running ragul In summary, team-based cybersecurity readinesein t
security checks [41,45]. In logistics, these effashould logistics sector depends on a combination of teethni
focus on systems like fleet tracking, order processand organizational, and interpersonal skills. The siaim
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areas—prevention, detection, response, recovepar clteams stay on track and balance cybersecurity taiks
role assignments, and effective communication—baild business goals [106,107]. While including diverse
team’s ability to manage cyber threats. Still, ¢hiera clear viewpoints in decisions can improve judgment, avmd
need for more real-world research on how theseeié&sn delays or groupthink is important. In cybersecutityely
work together in logistics, especially in fast-muyi and informed decisions can significantly affect how
environments like Jordan’s express delivery industreffectively threats are handled.

[41,51]. Future studies should explore how projeems Adaptability is another vital skill. Techniques o
can better integrate these areas to build moreipahand agile project management—like working in short egcl

effective cybersecurity systems. and holding daily check-ins—help teams adjust thkins
as new issues arise [108,109]. In logistics, where
2.3 Project team skills conditions often change quickly, adapting is esaknt

Project teams rely on various skills, includingteical ~Simulations and training based on different scexsacan
ability, clear communication, adaptability, leadwps and help prepare teams to face new cyber threats.
effective problem-solving. These skills are espbcia  Creative thinking is also becoming more important i
important in fast-moving and complex environmentshs cybersecurity work. Finding new  solutions—like
as logistics and cybersecurity, where teamwork smcrocustomized firewalls or unique team-based response
departments is essential [96,97]. In express dgliveplans—depends on a workplace culture that supports
companies that depend heavily on digital tools tigiok ~ experimentation and learning from mistakes [110,111
schedules, a team’s capabilities directly affeatviweell  Brainstorming sessions, hackathons, and innovation
cybersecurity measures are applied, improved, an¢drkshops allow teams to test and improve new ideas
sustained. When teams combine their skills effebtiv [112]. Still, such practices are not common in #tigs, so
they can solve problems quickly, work efficientipder companies need to focus more on encouraging inioovat
pressure, and maintain high performance even iartaia  in their cybersecurity efforts.
situations. Leadership plays a key role in bringing all thelsflss

Technical knowledge is a key part of this skill Jsam together. Effective leaders offer clear directioopst team
members must understand topics like computer n&syor morale, and make sure everyone is accountable glurin
software systems, data security, and managing cidley  stressful or complex situations [113-115]. Gooddéza
[98]. In logistics, this means ensuring that tdidds routing  also set a strong example, promote ethical behasrat
systems, tracking platforms, and cloud-based datsbare encourage a focus on security across all levedspobject.
secure and work smoothly with operational needg. [97However, many team leaders lack specific training i
However, since teams often include logistics psitasals cybersecurity, which limits their ability to guideams
and IT experts, differences in technical understandan effectively during a crisis. Conflict resolutioniraportant
make collaboration difficult. To address this, camies for keeping the team united and focused alongside
should support ongoing training, mentoring, andeadership. Disputes are likely in high-pressurtirags,
knowledge-sharing tools that help align everyone’snd handling them constructively requires emotional

expertise [96]. intelligence, defined roles, and open communication
Strong communication and teamwork are also crucigfl16,117]. _ .
These abilities help build trust, promote transpeye and Ongoing learning and professional development help

support coordination among team members, espedirlly maintain team readiness over time. Opportunitie s
logistics companies that operate across diffextions  certifications, online courses, workshops, and feening
and cultures [99,100]. To keep communication cleams keep skills current and responsive to new thret8,[L19].
benefit from using shared digital tools, cleaMWhen organizations support learning through deetat
communication protocols, and inclusive practiceat thtime, mentorship programs, and formal training eys,
support open dialogue [101, 102]. Good communicatideams are better equipped to keep their skills from
also ensures that logistics and cybersecurity kadge are becoming outdated [120].
integrated effectively [102]. In conclusion, project team skills form the backborf

The ability to think critically and solve problerhslps organizational strength in logistics cybersecurity.
teams respond quickly when issues arise. Projesgtieba Combining technical know-how, leadership, adapitgbil
learning environments have developed these abkiliti@nd effective teamwork enables teams to resporekigui
effectively, helping team members apply what they’'vand work together during cybersecurity incidents.
learned to real situations [103]. These skillsem®ential in However, many logistics companies fail to fully és¢ in
cybersecurity because threats can appear unexpectethese skills or support structured training, revggh gap
requiring fast thinking and quick decisions [104]L0 between what is known to be important and what is
Teams trained to assess situations under pressunecse  practiced in the field.
capable of preventing problems from escalating.

Time management and sound decision-making are aldgl  Theoretical framework
important, especially in time-sensitive logistic®jpcts. To understand how cyber-attack characteristics
Tools like Gantt charts and time-blocking stratedielp influence team-based cybersecurity readiness—amd ho
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team skills play a role in that relationship—thisdy uses difference lies in how well their teams apply knedde,

a blend of theories from cybersecurity, supply ohaiadapt to changes, and learn from experience [7,10].

operations, and organizational behavior. This mixeHowever, CBV is still rarely used in logistics

approach is well-suited to Jordan’s express dsfigector, cybersecurity, even though it highlights the crunide of

where the rapid shift to digital operations hasrowpd project teams in building long-term resilience.

efficiency and increased vulnerability to cyberksis This study’s framework combines five theories—C-

[1,7,11]. SCRM, Digital Transformation, Resilience Enginegrin
The first theory used is Cyber Supply Chain RislSTS, and CBV—to provide a well-rounded understagdin

Management (C-SCRM), which focuses on the risks thaf how cyber risks, team capabilities, and orgaioral

travel across connected digital supply chains.Xpr&ss systems interact. This combined approach offerscag

delivery companies, problems can arise from thadyp foundation for studying cybersecurity in Jordarnkpress

systems, cloud tools, or last-mile technologiese R&ID  delivery sector. Using this theoretical mix, theudst

tracking or route optimization software [4,9]. CfK&@ develops testable ideas and builds a tailored mfmiel

helps explain how these external risks can affe#etrmal understanding how teams can strengthen cybersgaurit

systems, making it clear that teams must work taget fast-changing logistics environments [1,4,5].

across all parts of the logistics chain to preegnt respond

to threats [6,8]. While this framework is gainirtgeation, 2.5 Hypotheses development

it is not yet widely applied in small or mediumesi With cyberattacks becoming more frequent, advanced,
delivery f|r_ms, indicating a need for more locatize and damaging, the need for strong cybersecurity
cybersecurity models. preparation has grown, particularly in fast-chaggin

The second theory, Digital Transformation Theoryindustries like logistics and express delivery. éash
examines how businesses adopt modern technolakges lincreasingly  highlights that certain features of
cloud systems, data platforms, and blockchain forave  cyberattacks—such as how complex they are, how
services [1,5]. These tools offer faster, moredpament accurately they target systems, and how often they
operations and introduce new security risks. Mamgtliis happen—play a major role in shaping how organiratio
balance requires teams that are both skilled &xibfe. In  plan for and handle such threats [121,122]. Attalcksare
Jordan, many logistics companies have adoptedatiigiboth frequent and damaging often push companies to
platforms quickly, especially since the pandemid,tbeir improve their internal security measures, raiseramess
internal security measures have not always kegt.petis among staff, and build coordinated readiness sfiege
gap between technical tools and team readinestidlitgh across departments [45,123].
the need to strengthen both areas together [1B}14,1 Different aspects of cyberattacks, such as how they

Resilience Engineering Theory adds anothasreak into systems, the scale of disruption thayseaor
perspective by focusing not on avoiding failures bn  the use of new methods, influence how organizatbagpe
how organizations respond when problems occur. their defense strategies [124,125]. The logistasta is
logistics, even brief delays or outages can imeatire especially at risk because cyberattacks can irgekey
delivery systems and damage customer trust [6B@% functions like package tracking, route managemant|
theory emphasizes adaptability, showing how teaams creal-time communication. Companies that gain arclea
maintain service during disruptions by stayingittéxand understanding of the nature of these attacks terespond
alert. It is a valuable lens for studying how teaims more effectively. Their strategies often includentebased
logistics respond to real-time cyber threats, tioitdhas simulations, rehearsals based on specific rolesl an
not been widely applied to this field yet [7,41]. organized processes for managing incidents [12§,127

Socio-Technical Systems (STS) Theory further These threats also bring about internal changasin
broadens the view by examining how people, teclyylo organizations operate, raising risk awareness and
and company structures interact to affect cybersigcin  encouraging the development of team-based cybeisecu
express delivery firms, especially in Jordan, mamy- practices [123,128]. Studies across industries sagh
sized companies rely on informal teamwork and sharénformation technology and finance show that
practices more than advanced security tools [33]S  organizations regularly facing complex cyber thseate
Theory shows that even well-designed systems dhif fa usually better prepared than those with less exposu
team roles are unclear or communication breaks détwn [122,124]. Despite this, there's limited researchhow
supports the growing recognition that human behamd these patterns apply to the express logistics tngus
team coordination are as important as technicdbtwo especially in developing countries. To addressghjs the
keeping systems safe [1,14,19]. first hypothesis is proposed:

Lastly, the Capability-Based View (CBV) looks atho
a company’s internal strengths—such as team skills, H1: Cyber-attack features positively affect Team-
learning capacity, and ability to combine techniead Based Cybersecurity Readiness.
human resources—determine its overall performance Additionally, cyber threats put considerable pressun
[4,12]. CBV helps explain why two firms with simililT  internal teams, particularly those working on petewith
tools may show different readiness levels. The keyght deadlines and high technological demands.s@he
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attacks require teams to be quick-thinking, skilied technical defenses; however, the outcome oftenmiksoen
technology, and strong in collaboration. As attaske human factors like teamwork, communication, and
increasingly exploit weaknesses between people afidxibility [4,9,11,29].
systems, teams must become more adaptable, mentallyTeams that build these abilities respond betteindur
resilient, and clear in communication to respondrises and learn and grow from these experiencesny
effectively [96,97]. threats into opportunities to strengthen their liersie
Facing complex cyber threats often leads to bett§s,7,38,40]. In the logistics industry, researatidates that
knowledge sharing, stronger links between deparsnenan organization's readiness often depends more on
and clearer task assignments [98]. Well-functionieegns employee skills than on how much money is spent on
provide psychological safety, well-defined respbitisies, technology [6,12,45,51]. This point is especialyevant
and shared accountability—all important for hargllinin Jordan, where technical resources may not balgve
cybersecurity incidents [99-102]. In addition, Higlity to  available, making the role of team dynamics evememo
think critically, stay flexible, and make decisionader important [13,14,19,20].
pressure has become essential for effective cybanige Therefore, the study presents project team skilla a
teams [103-105]. These qualities are especiallyomapt key factor in turning external threats into intdrna
in logistics, where short delays can result in irdiate preparedness. Understanding this connection explain
financial and reputational harm. differences in readiness and helps identify where
Because cyber risks are unpredictable, teams mustprovements can be made at the intersection gplpeo
continuously train, practice with realistic scenariand and technology.
use flexible project management approaches to mepro H4: Project Team Skills mediate the relationship
their skills [106-109]. While skill development hhsen between Cyber-Attack Features and Team-Based
widely discussed in academic work, little eviderise Cybersecurity Readiness.
focused on logistics cybersecurity. Therefore, gheond
hypothesis is: 2.6 Conceptual framework
This study presents a conceptual framework (Figlire
H2: Cyber-attack features positively influence that explores how cyber-attacks influence an
Project Team Skills. organization's ability to prepare for and manage
Although technical systems remain a key part afybersecurity threats. It emphasizes the roleajépt team
cybersecurity, recent studies suggest that the 'tearskills in shaping effective responses. This model i
abilities—rather than just the technology—playiggest especially relevant for express delivery serviceganies
role in maintaining readiness under pressure. Tegiths (EDSCs) in Jordan, where the shift to digital systéhas
specialized knowledge and the ability to understaod  significantly boosted operational capabilities andeased
systems interact tend to perform better in fastgh@y vulnerability to cyber threats [14,15].
threat situations, especially when quick decisiams Their digital exposure grows as these companiegtado
needed [96,97,130]. These teams can design sectsels like loT-enabled tracking, cloud-based Idgist
systems, find and fix vulnerabilities, and respanda platforms, and online customer services. This witigital
coordinated way within strict time limits. presence puts their key systems and sensitiveatlatak
Soft skills also matter greatly. Communication,stru from more advanced attacks [7,11]. In this conteyber-
and planning help teams share information quickisind)  attacks stem from weaknesses affecting technologly a
a crisis and prevent delays in resolving issue§,li@M]. how people interact with systems. These issuesidacl
How well teams coordinate within their group andhwi poor software design, incorrect network settingsakwuser
others affects how fast they detect, contain, awbver access controls, and insider threats that havebaeh
from attacks. Research also shows that solutionsied, properly addressed—problems that are common catfises
time management, and adaptability contribute tdebet breaches across many industries [69,73,77]. Irsliogi
responses and less system downtime [103-105,131].  and transport, older IT systems and disconnectgitiatli
Adaptability is crucial in logistics, where opemats setups worsen things by limiting visibility intoréats and
move quickly and outside factors often change. Beseaf reducing the ability to respond quickly [6,71].
this, project teams in express delivery need a védge of In addition to technical issues, risks are linketuman
skills to handle digital threats effectively. Baggdthis: behavior—such as using the same passwords repgated|
delaying software updates, or falling victim toging and
H3: Project Team Skills positively influence Team- social engineering. These weaknesses weaken an
Based Cybersecurity Readiness. organization’s security posture [75,89]. Becausedts
Lastly, this study focuses on how team skills &caa come from many directions, logistics companies need
bridge between external cyber threats and an argaon’'s  well-organized responses that do more than react to
readiness. While threats come from outside, tmepaict attacks. Cyber readiness must be fast and depenaaal
depends on how internal teams react, adjust, antt wdield where continuous service is essential to fama
together. Even advanced threats like shape-shiftirggmpetitive.
malware or social engineering tactics can overcstmung
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In this framework, team-based cybersecurity readinecommunication across departments, and making good
means how well a group of employees, usually omgathi decisions under pressure [38,96]. In express dglive
as a project team, can predict, identify, respandahd services, teams often work in different locatiomsth
recover from cyber incidents under pressure. Urdkler  different systems and responsibilities. Thereftrey must
models that focused only on technology, today’sring together different types of information quicland
understanding of readiness includes a range ofegltsn- create a shared response plan, often while fading t
like preventive strategies, early warning systemsonstraints and unclear situations [100,101].
awareness of current threats, clear communicatitiminy Studies show that teams with strong critical thigki
teams, and planned recovery procedures [51,55k€Tae  good time management, and awareness of the siuzio
especially important in the logistics sector, whattacks turn scattered data into useful information, makingir
interrupt vital tasks such as tracking parcels, agarg responses quicker and reducing disruptions [104,140
deliveries, and handling payments. many logistics companies, how well a team is pregar

A key part of being ready is having clearly defimelés not how advanced their technology—often decides how
and the ability to coordinate under stress. Teaitls & quickly and effectively they can respond to attackss
shared understanding of their responsibilities, etakiighlights the importance of building team capdieii and
ownership of tasks, and communicate effectively angositions team skills as a key factor in shiftingnf
likelier to catch attacks early and limit their iagb reacting to threats to being ready for them ahégiche.
[53,102]. Specific challenges in logistics—sucthasked To conclude, the conceptual framework combinesthre
GPS data or stolen customer information—requirengea main elements—cyber-attack characteristics, pragarm
to work quickly and in sync across departmentseaepk skills, and team-based cybersecurity readiness—ento
operations running smoothly and maintain customestt model designed specifically for the logistics inmys It

At the heart of this framework is the role of paj;eam  shows how technical weaknesses and human strengths
skills. These include technical know-how—Ilike usingnteract and highlights how well-prepared team hetn
cybersecurity tools, managing systems, and anayzioutside threats into opportunities for buildingosiger
threats—and soft skills, such as adaptabilityinternal defenses.

Cyber-Attack Features Team-Based Cybersecurity Readiness
y - Prevention Capability
- Vulnerabilities in Software or Systems - Threat Detection Readiness
- Human Error - Incident Response Coordination
- Weak Credentials - Recovery and Continuity Readiness
- Insider Threats - Alignment and Task Ownership
- Crisis Communication Effectiveness

Project Team Skills
- Technical Expertise
- Communication and Collaboration
- Problem-solving and Critical Thinking
- Time Management and Decision-Making
- Adaptability and Flexibility

Figure 1 Conceptual model

3 Methodology suitability for testing theoretical models and dfifging
3.1 Research design abstract constructs using statistical methods [138p

This study adopted a quantitative, cross-sectiondfudy's cross-sectional nature enabled data doireat a
survey design to investigate how cyber-attacﬁ'”gle point in time, aligning well with the opeaatal

characteristics  influence team-based cybersecurif§@liies of the logistics sector [134]. Similar
readiness, with project team skills acting as aiatied) methodologies have been effectively applied in rprio

variable, specifically within the context of Joritam '€S€arch exploring cybersecurity and organizational
express delivery service companies [132]. A stmectu behawc_)r, where survey _d_eggns were |n§trumental in
questionnaire was utilized as the primary dataectibn ~2SSessing  team _capab|I|t|es and readiness across
tool, offering a standardized format for capturiegponses ©rganizational environments [135-136]. Moreovere th
efficiently from a broad sample over a limited pelri structured questionnaire a_IIowed the researchers to
[133-134]. The quantitative approach was chosertalite Measure perceptions and attitudes toward cybeattamd
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preparedness using validated scales. This appr@ach Cyber-attack features were captured through four
widely recognized in empirical cybersecurity resbar dimensions: (1) system or software vulnerabilitié)
particularly in studies requiring insight into bef@mal and human error, (3) weak access credentials, anch§ijer
organizational dynamics [133,135,136]. Thereforging threats. These indicators were adapted from ptiafies
structural equation modeling techniques, the chdssign focused on risk assessment and threat classifici#® 89,
provided a solid framework for examining the91], with each item designed to reflect the peegiv
hypothesized relationships and assessing the nregliatfrequency, exposure, or severity of these riskse Th

role of team skills [134]. mediating variable, Project Team Skills, compridize
key areas: (1) technical proficiency, (2) commutiaza
3.2 Population and sampling and collaboration, (3) critical thinking and prable

The study targeted IT and operations managesolving, (4) time and decision management, and (5)
working within express delivery service companiegdaptability and flexibility. ltems representingge skills
(EDSCs) in Jordan. These professionals were selectwere adapted from validated frameworks within the
based on their integral roles—IT managers are resipe literature on team effectiveness and cybersecurity
for implementing and maintaining cybersecuritycompetencies [38,96,102]. Respondents rated tie@iett
infrastructure, while operations managers oversed@ce Which these skills were demonstrated within theants.
continuity during potential disruptions. Their camied Team-Based Cybersecurity Readiness was assesssd acr
perspectives were essential for evaluating they&ud Six dimensions: (1) preventive capabilities, (2)yetit
primary constructs: cyber-attack features, projeetm detection readiness, (3) coordination in incidesponse,
skills, and cybersecurity readiness. To identify thrget (4) recovery and continuity planning, (5) task ovemép
population, data were collected from two authastat and alignment, and (6) effective communication rigiri
sources: the Jordanian Telecommunications Regylatdrises. These elements were informed by widely
Commission (TRC), listing 166 express delivery firand recognized readiness models and incident management
the Ministry of Industry and Trade, listing 379.téf literature [50,51,55].
reconciling the records and removing duplicateiest#76 To ensure instrument validity, a two-phase valwati
active companies were identified. Communicatiomlie process was conducted. Initially, subject mattereets in
human resources departments confirmed that eagybersecurity and logistics reviewed the items for
company employed one IT and one operations manageglevance and clarity. Subsequently, a pilot stodglving
resulting in a total population of 952 eligible peipants. 30 respondents from the target population wasemhoiit
A systematic sampling method was employed to ensui@ test internal consistency. Feedback from thet pilas
representativeness and minimize selection biagwislg used to make minor refinements, thereby improvimg t
a probabilistic approach; every kth participant selected clarity and alignment of items with their respeetiv
from the list after a random starting point. An dop  constructs.
power analysis was conducted using G*Power 3.1.9.7
software to calculate the required sample size. Ti&4 Data collection
analysis, based on multiple regression with three The data for this study were gathered through a
predictors—cyber-attack features, project teanisskdind structured, self-administered questionnaire aimead a
cybersecurity readiness—assumed a medium effex{f8iz collecting quantitative input from IT and operason
= 0.15), a significance level of 0.05, and a stiaaspower managers employed in express delivery service cniapa
of 0.95. The minimum required sample size waacross Jordan. The questionnaire was distributikovia
determined to be 119 participants. To enhance tl&ogle Forms to faciltate broad and efficient
robustness of the findings and account for potentia- participation, allowing respondents from geograalyc
responses, the target sample size was increasg8iiOto dispersed locations to access the survey easil§].[¥8
representing approximately 32.6% of the populatidre formal invitation package—including a participant
sampling interval was calculated as k = N/®52/310~ 3.  information sheet and a consent form—was initiaéipt to
Consequently, every third eligible participant vgatected the human resources departments of the 476 idehtifi

after the initial random start. companies, who were then responsible for forwartleg
survey link to the designated personnel. To improve
3.3 Instrument development participation and ensure high response qualityodelp

A comprehensive questionnaire was developed teminders were sent through email and telephone two
measure the constructs specified in the conceptodel weeks after the initial distribution. The surveynaned
(Figure 1) using established and validated instnisie open for a total duration of six weeks. Participativas
from previous research in cybersecurity, teargntirely voluntary, and respondents were assurethef
performance, and organizational preparedness. Eagpnfidentiality of their input, thereby reducing eth
construct was measured using four to five itemsagh  likelihood of social desirability bias and promgimore
point Likert scale, ranging from 1 (strongly disegyto 7 accurate responses [139]. Before the full rolloie
(strongly agree), a format known for enhancingatslity — questionnaire underwent a pilot test involving 3ihagers
and response precision in behavioral studies [137]. from the target population. This phase assessed the
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questions' clarity, timing, and alignment with ttedy’s including means, standard deviations, and frequency
objectives. Based on the feedback received, mindistributions. Cronbach’s alpha and composite lbélis
revisions were made to enhance the wording and éibw (CR) were calculated to assess measurement rijabil
the items. with thresholds of 0.70 or higher considered actapt
During the main data collection phase, 310 valifit43]. Convergent validity was verified through the
responses were received, yielding a responsefr82@% average variance extracted (AVE), requiring a mimim
relative to the total population of 952 managehssTigure value of 0.50. Discriminant validity was testedngsthe
surpassed the minimum required sample size of 11Rgrnell-Larcker criterion and the Heterotrait—Mamadit
calculated through G*Power analysis, and ensuredtio (HTMT), following established guidelines [1445].
sufficient statistical power and generalizabilitthe Path coefficients and their statistical significanwere
collected data were exported from Google Forms intestimated through bootstrapping with 5,000 resasfue
Microsoft Excel and then transferred to SPSS fdaa datesting the structural model. This enabled thewatan of
cleaning and initial preparation for analysis. Tdmwtire both the direct effects of cyber-attack featuresteam-
process adhered to ethical research standardsidingl based cybersecurity readiness and the indirectctsffe
obtaining informed consent, ensuring participantnediated by project team skills. The model's exatary
anonymity, and securing voluntary participation, byower was assessed using the coefficient of detatian
institutional research guidelines and internaticethical (R2) and effect size (f2) metrics [134]. Additiolyaimodel

practices [140]. fit was evaluated using the standardized root nsgaare
residual (SRMR), with values below 0.08 indicatiagy
3.5 Analysistechnique acceptable level of fit [146].

The study utilized descriptive analysis, reliabil#nd
validity testing, and structural equation modeli8gM)to 4 Results

examine the hypothesized relationships in the qumeé 4.1  Demographic profile of respondents

model. Initial c_iata screening and dgscriptivesﬁa‘s’s were Table 1 presents the demographic breakdown across
performed using SPSS (v27), while structural madeli various categories, including gender, age, joh s&ars of

and hypothesis testing were conducted using Sm8rtPprofessional experience, geographical region, and
4.0. The partial least squares SEM (PLS-SEM) ambroagrganization size. A significant majority of respents

was selected for its suitability for predictive easch \were male (73.2%), which mirrors the existing gende
involving latent variables and mediation analysigjistribution in this sector. The age distributie@vealed
[134,141]. Preliminary data analysis involved easitg that 44.5% of participants were between 30 and &8sy

the dataset for missing values, outliers, and dieviafrom  g|d, and 31.6% were between 40 and 49. This inedat
normality to ensure its appropriateness for SEM2[14 most respondents were mid-career professionalslylik

Descriptive ~ statistics were used to summarize thgith substantial experience managing technology and
demographic characteristics and item-level respnsgperations.

Table 1 Demographic characteristics of respond€Nts 310)

Variable Category Frequency (n) Percentage (%)
Gender Male 221 73.2
Femalt 83 26.¢
20-2¢ 42 13.t
Age 3C-3¢ 13¢ 44t
40-4¢ 98 31.€
50+ 32 10.3
. IT Manage 152 49.4
Job Position Operations Manag 157 50.€
1-5 64 20.€
Years of Experience 6-1C 12 39'f
11-1F 89 28.7
16+ 35 11.2
Northern Jorda 10€ 34.2
Region Central Jorda 13C 41.¢
Southern Jorde 74 23.¢
Small (150 employee: 84 27.1
Company Size Medium (5200 17¢ 57.7
Large (201+ 47 15.2
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The sample was almost evenly split in professiona¥ithin the industry. The mediating variable, Projéeam
roles: 49.4% of the respondents identified as I'hagers, Skills, was assessed through five sub-construstirnical
while 50.6% held operations management positiohss T expertise; communication and collaboration; problem
balanced representation supports a comprehenss@ving and critical thinking; time management and
understanding of technical and operational persgecon decision-making; and adaptability and flexibilitfhese
cybersecurity readiness. Regarding work experiencgkills are essential for ensuring rapid and coaidid
39.4% of participants had been in the field fov @@ years, responses to cyber threats within team-based stesct
highlighting a workforce with a solid foundation inThe reported mean values ranged from 5.54 to 5.68,
industry practices and cybersecurity concerns. Aimdicating a high level of agreement among paréoip
additional 28.7% had between 11 and 15 years about their teams’ capabilities. Notably, adapigbénd
experience, further reinforcing the sample's depth flexibility received the highest rating (5.68), @mdcoring
expertise. In terms of geographical location, reslemts the importance placed on agility and responsiveness
were distributed throughout Jordan, with the largeslynamic cybersecurity environments. The relatiiely
proportion based in the central region (41.9%)pfeéd by standard deviations (below 0.85) across all sulstcocts
those in the north (34.2%) and south (23.9%). Thisdicate minimal variance in respondent perceptions
geographical diversity ensures a well-rounded viglw suggesting a widely shared view of team competande
practices and challenges across different partshef preparedness. The final construct, Team-Based
country. Company size was also considered. Ovérofial Cybersecurity Readiness, was evaluated using $ix su
the participants (57.7%) worked in medium-sizedn§ir constructs: prevention capacity, threat detectauiness,
employing between 51 and 200 individuals. Smalld@ncident response coordination, recovery and caitin
companies (10-50 employees) accounted for 27.1eof readiness, alignment and task ownership, and crisis
sample, while large enterprises (with more than 20mmunication effectiveness. These  dimensions
employees) comprised 15.2%. These figures sughest tcollectively represent the organization’s abiliydrevent,
medium-sized organizations are a prominent segment identify, respond to, and recover from cyber inoide The
Jordan’s express delivery sector and will likelstypl key  mean scores for these indicators ranged from 5.5748.

role in shaping national cybersecurity readiness. Among them, alignment and task ownership had the
highest average (5.48), suggesting strong clanityoles
4.2 Descriptive statistics of latent constructs and responsibilities during cyber incidents. Coseby,

The first construct, Cyber-Attack Features, inchiderecovery and continuity readiness scored lowesi7{5.
four key sub-dimensions: vulnerabilities in softaasr indicating a slightly more varied level of prepareds in
systems, human error, weak credentials, and insidéis area. Standard deviations ranged from 0.88.94,
threats. These represent critical sources of ayldewithin -~ showing that while most organizations demonstrated
the operational environment of express deliveryises. generally high level of readiness, some variatigists,

The mean scores for these sub-constructs rangedsiis ~ possibly reflecting differences in resource allaat

to 5.31. Specifically, human error received thehbig training, or incident experience across companies.
average score (5.31), highlighting it as the mostmonly These descriptive results highlight that Jordan's
perceived threat. Meanwhile, weak credentials Ha tparticipating express delivery firms generally mssswell-
lowest mean (5.15), though still above the scaldpwmint, developed capabilities in managing cyber threaighH
indicating a general awareness of credential-rdlaténean values across all constructs suggest strong
vulnerabilities. The standard deviations, all unded0, organizational awareness and team-based prepasednes
suggest that perceptions across respondents viaigety Table 2 summarizes the average scores and standard

consistent, reflecting a shared recognition of cyfigks deviations for all constructs and their respectsé-
dimensions.

Table 2 Descriptive statistics of constructs aniksanstructs (N = 310)

Main Construct Sub-Construct Mean SD
Vulnerabilities in Software/Systel 5.2¢ 0.91]
Human Erro 5.31 0.8¢
Cyber-Attack Features Weak Credentia 5.1t | 0.9C
Insider Threat 5.2¢ 0.8t
Technical Expertis 5.5¢ 0.8<
Communication and Collaborati 5.6% 0.7¢
Project Team Skills Problen-Solving and Critical Thinkin 5.61 0.82
Time Management and Decis-Making 5.5¢ 0.7¢
Adaptability and Flexibilit 5.6¢ 0.8(
Cybersecurity Readiness Prevention_ Capaci - 5.45 O'Sf
Threat Detection Readint 5.3¢ 0.87
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Incident Response Coordinat 5.42 0.91]
Recovery and Continuity Readin 5.37 0.8¢
Alignment and Task Ownerst 5.4¢ 0.8t
Crisis Communication Effectivene 5.4] 0.8<
4.3 Measurement modd evaluation implying they converge on the same underlying cphce

Before testing the hypothesized relationships amoniglis was evaluated using two criteria: the Average
cyber-attack features, project team skills, anchtbased Variance Extracted (AVE) and standardized factor
cybersecurity readiness, the measurement model wagdings. AVE values above 0.50 signify that thestauct
evaluated to ensure that the latent constructs weggplains more than half of the variance in its obse
measured reliably and validly. This step was aitito  indicators [144]. Similarly, factor loadings showsceed
confirm that the questionnaire items accuratelyaspnted 0.70 to be considered statistically meaningful. As
their respective theoretical constructs and cowdubed summarized in Table 4, all AVE values ranged fraB¥0
confidently in the subsequent structural model ysial to 0.76, well above the 0.50 benchmark. Additignathe
The measurement model was assessed using Padistl Letandardized loadings for individual items fell veeén
Squares Structural Equation Modeling (PLS-SEM) vif@.72 and 0.89. These findings confirm that thedattirs
SmartPLS 4.0. Four key assessments were performége strongly associated with their correspondirignia
internal consistency reliability, convergent valyli Vvariables, supporting convergent validity.
discriminant validity, and indicator reliability. he
following subsections outline the results of theséable 4 Convergent validity: standardized loadiagsl Average

evaluations, which confirm the measurement model's Variance Extracted (AVE)
robustness and suitability for further analysis. Construct Range of | AVE
Loadings

4.3.1 Internal consistency reliability Cybet-Attack Feature 0.73-0.8¢ | 0.6¢
Internal consistency reliability examines the degie Project Team Skil 0.75-0.8¢ | 0.71

which multiple items measuring the same construgt Team-Based Cybersecurity 0.72-0.88 | 0.76

produce consistent results. Two metrics were usetis Readines

study: Cronbach’s alpha and composite reliabil®R].

While Cronbach’s alpha offers a conservative edtnad All AVE values exceed the minimum acceptable level,

reliability, composite reliability is considered meo and individual item loadings are robust. This iladis that

appropriate in PLS-SEM as it accounts for the diffé¢ each construct successfully captures the variamdés o

factor loadings of each indicator [134]. Accorditagthe indicators, justifying their inclusion in the sttucal

standard criteria suggested by [143], values aBok@are analysis.

deemed acceptable. As reported in Table 3, alltoarts

exceeded the minimum threshold. Cronbach’s alph@sa 4.3.3  Discriminant validity

ranged from 0.89 to 0.92, and CR values ranged @& Discriminant validity evaluates the extent to whih

to 0.94. These results confirm a high level of riné construct is truly distinct from other constructs the

consistency, indicating that the measurement itefiebly model. This was assessed using two complementary

represent their associated latent constructs. methods: the Fornell-Larcker criterion and the
Heterotrait-Monotrait (HTMT) ratio. According to eh

Table 3 Internal consistency reliability: Cronbastélpha and  Fornell-Larcker criterion, the square root of each

composite reliability (N = 310) construct's AVE should be greater than its corietet
Construct Cronbach’s | Composite with any other construct [144]. As presented in|&dh
Alpha Reliability each construct’s diagonal value/AVE) exceeds the
CyberAttack Feature 0.8¢ 0.91 corresponding off-diagonal correlation values, aomhg
Project Team Skil 0.92 0.9¢ that the constructs are empirically distinct.
Team-Based 0.90 0.93
Cybersecurity Table 5 Fornell-Larcker criterion matrix
Readines Construct CAF | PTS| TCR

CyberAttack Features (CAI | 0.8C
All values surpass the recommended cutoff, indicati Project Team Skills (PT 0.6€ | 0.8¢
excellent reliability. This suggests that resporislen| Team-Based Cybersecurity| 0.61 | 0.72| 0.87

interpreted the items within each construct coasisy, Readiness (TCI
reinforcing the validity of the results. Note: Diagonal values represent the square roA\dE.
4.3.2 Convergent validity In addition, the HTMT ratio, which provides a more

Convergent validity assesses whether indicatora ofstringent test of discriminant validity, was usédvalue
given construct share a high proportion of variancdelow 0.85 suggests adequate discriminant val[di].
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As shown in Table 6, all HTMT values fall withinegh ensuring that multicollinearity does not affect traidity
acceptable range, further supporting the distieciss of of the structural estimates.
each construct.

Table 7 Collinearity statistics (VIF)

Table 6 Heterotrait-Monotrait ratio (HTMT) Predictor Construct Outcome Variable VIE
Construct Pair HTMT Cyber-Attack Project Team Skills 1.88
Value Feature
Cyber-Attack Features — Project Teamm 0.76 Cyber-Attack Cybersecurity 1.79
Skills Feature Readines
Cyber-Attack Features — Cybersecurity 0.73 Project Team Skills Cybersecurity | 2.03
Readines Readines
Project Team Skills — Cybersecurity 0.81
Readines 4.4.2 Path coefficients and hypothesis testing

Path coefficients were estimated using a bootsingpp
The Fornell-Larcker and HTMT assessments confirmprocedure with 5,000 resamples to evaluate thegttre
that each construct measures a unique theoretioabpt, and significance of hypothesized relationships. fEselts
with no significant overlap in meaning. This valida step revealed that all proposed paths were statistically
ensures that the constructs can be independensignificant (Table 8). Cyber-Attack Features pwosity
interpreted in the context of the structural model. affected Project Team Skill € 0.66,t=11.72, p <.001),
The findings from the measurement model evaluaticsuggesting that organizations facing more complex o
demonstrate that all constructs used in this stady frequent cyber threats tend to cultivate strongemt
reliable and valid. Internal consistency is strongzompetencies. Additionally, Cyber-Attack Features
convergent validity is well established, and disénant directly influenced Cybersecurity Readine®s(0.33, t =
validity is supported. In the next section, thessults 6.54, p <.001), indicating that awareness andyatitin of
provide a solid foundation for analyzing the stauat cyber threats enhance organizational preparedRegect
relationships among cyber-attack features, projeatmn Team Skills also showed a substantial positiveceffm

skills, and team-based cybersecurity readiness. Cybersecurity Readinesp € 0.54, t = 10.81, p < .001),
highlighting the critical role of team capabilitieis

4.4  Structural model evaluation - inner model enhancing readiness.

Following the confirmation of the measurement mpdel

the structural (inner) model was evaluated to test Table 8 Path coefficients, t-values, and signiftean

proposed theoretical relationships among Cyberektta (bootstrapping results)

Features (CAF), Project Team Skills (PTS), and TFeam Path Coefficient |  t- p-

Based Cybersecurity Readiness (TCR). The analyass B) value | value

conducted using SmartPLS 4, applying the Partiaiste | Cyber-Attack Features ~ 0.66 11.720 <

Squares Structural Equation Modeling (PLS-SEM) — Project Team Skil .001

approach. The structural evaluation included fivay k | Cyber-Attack Features ~ 0.33 6.54| <

components: assessment of collinearity, estimatigrath — Cybersecurity .001

coefficients and hypothesis testing, evaluatioexpiained Readines

variance (R?), computation of effect sizes (f9),dan| Project Team Skills> 0.54 108y <

examination of model fit indicators. Cybersecurity .001

Readines

4.4.1 Collinearity assessment
Collinearity diagnostics were performed using the All path coefficients are statistically significaattthe p
Variance Inflation Factor (VIF) to ensure the reliy of < .001 level, supporting the hypothesized relatips
path coefficient estimates. Collinearity occurs whestrongly. This confirms that both direct and indireffects
predictor variables are highly correlated, whiclymdistort ~ of Cyber-Attack Features on Cybersecurity Readiagess
the model's estimation and reduce interpretabilitygubstantial.
According to [134], VIF values below 5 are gengrall
acceptable and indicate no critical multicollingari 4.4.3  Coefficient of determination (R?)
concerns. As shown in Table 7, all VIF values rahigem R2 values assess how much variance in the endogenou
1.38 to 2.03, well within the acceptable range.sThi(dependent) variables is explained by the exogenous
confirms that multicollinearity is absent and thhe (independent) variables. According to common
predictor constructs contribute independently te thbenchmarks, R? values around 0.25, 0.50, and @i7he
outcomes. considered weak, moderate, and substantial, réggkgct
Low VIF values indicate that each predictor varabl[134]. As shown in Table 9, Project Team Skills laadR?
has a distinct and independent contribution tortleglel, of 0.44, indicating that Cyber-Attack Features aipla
moderate portion of the variance in team skillsaiighile,
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the R2 value for Cybersecurity Readiness was 0.62,
suggesting a strong level of explanation when both The fit indices confirm that the theoretical model

predictors (CAF and PTS) are included. closely aligns with the observed data, supportihg t
structural relationships proposed in the study.
Table 9 R? and adjusted R? for project team skitid The results of the structural model evaluation conf
cybersecurity readiness that the research framework is both statisticadyrsl and
Construct R2 | Adjusted R theoretically ~ meaningful.  Cyber-Attack ~ Features
Project Team Skil 0.44 0.44 significantly influence Team-Based Cybersecurity
Cybersecurity Readine 0.62 0.62 Readiness both directly and indirectly through the

development of Project Team Skills. The model
The model demonstrates substantial explanatodemonstrates strong explanatory power, reliablen pat
power, particularly for Cybersecurity Readinesse3éh estimates, and robust fit indices, validating fipleation
values affirm the relevance of Cyber-Attack Feagward in the context of Jordanian express delivery servic
Project Team Skills in shaping organizationatompanies.
cybersecurity outcomes.
45 Mediation analysis
4.4.4 Effect size () To assess whether Project Team Skills (PTS) mediate
Effect size (f2) measures the contribution of ac#fjie  the relationship between Cyber-Attack Features (e
predictor to the R? value of an endogenous variablgeam-Based Cybersecurity Readiness (TCR), a
According to Cohen (1988), values of 0.02, 0.1% @35 bootstrapping analysis was conducted using SmartPLS
indicate small, medium, and large effects, respelgti As  with 5,000 resamples. Bootstrapping provides a stbu
presented in Table 10, Cyber-Attack Features greathon-parametric method for testing indirect effearsd
affected Project Team Skills (2 = 0.79) and hadelium estimating confidence intervals without assuming
effect on Cybersecurity Readiness (2 = 0.23). dtoj normality (Hair et al., 2021). As shown in Table, 12
Team Skills greatly affected Cybersecurity Readin@s=  direct path from CAF to TCR was statistically sfgrant,

0.49), reinforcing its central role in the model. with a standardized path coefficientfof 0.33 (t = 6.54, p
< .001) and a 95% confidence interval [0.22, 0.4%]is
Table 10 Effect size (?) for predictor constructs confirms that cyber-attack features, such as attack
Predictor — Outcome f2 Effect Size complexity, insider threats, or frequency, directind
Interpretation positively influence the readiness of express defiv
Cyber-Attack Features> | 0.79 Large companies to respond to cybersecurity threats.
Project Team Skil Furthermore, the indirect effect of CAF on TCR tigh
Cyber-Attack Features» 0.23 Medium PTS was also significant, with a path coefficieirt & 0.36
Cybersecurity Readine (t = 8.49, p < .001) and a confidence interval @28,
Project Team Skills~ 0.49 Large 0.45]. This suggests that cyber-attack featurelsieénte
Cybersecurity Readine team-based cybersecurity readiness directly anceirtty

by enhancing project teams' skill sets. Thesesskiluch

These values indicate that Cyber-Attack Featuresar as adaptability, technical expertise, and collationa—
key driver of skill development, and that Projeetain appear to serve as key mechanisms through which

Skills are a major determinant of cybersecuritydme@ss. organizations strengthen their cybersecurity pestlihe

The practical significance of each predictor igotal effect of CAF on TCR, combining both directda

demonstrated. mediated paths, wds= 0.69 (t = 14.32, p < .001), with a
confidence interval of [0.60, 0.78]. The magnitudehis
4.45 Model fit indices total effect demonstrates a strong and consistieft |

To evaluate the overall adequacy of the model,fiivo between cyber-attack characteristics and organizaiti
indices were analyzed: the Standardized Root Mgaarg readiness.
Residual (SRMR) and the Normed Fit Index (NFI). An Since both the direct and indirect effects areifigmt,
SRMR value below 0.08 indicates a good fit, whileNf|  the analysis confirms a case of partial mediatidhile
value above 0.90 reflects a strong comparative hfitde cyber-attack features directly influence readiness,
[145]. As shown in Table 11, the SRMR value wa$8.0 significant portion of their impact is channeledaoigh
and the NFI was 0.93, both meeting the recommendeéédveloping project team capabilities. These finging

thresholds. highlight the importance of recognizing cyberseguri
threats and developing team-based competencies to
Table 11 Model fit indices manage them effectively. They align with recentessh
FitIndex | Value | Threshold | Interpretation emphasizing the need for an integrated approach
SRMR 0.05¢ < 0.0¢ Excellent Fi combining technical awareness and human capital in
NFI 0.9¢ > 0.9( Strong Model F enhancing organizational cybersecurity [38,43].
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Table 12 Indirect effects and confidence interyatotstrapping for mediation)

t- p- o Mediation
Effect Type Path B value | value 95% ClI Type
Direct Effect (CAF— TCR) CAF— TCR 0.33] 6.54 <.001 [(())js -
Indirect Effect (CAF— PTS— CAF - PTS— [0.28, Partial
TCR) TCR 036 849 <001 0.45 Mediatior
Total Effect (CAF— TCR via CAF - TCR + [0.60,
PTS, Indirect 0.69] 14.32] <.004 5 7g -

These results demonstrate that Project Team Skifisdings supported this relationship£ 0.44,t=7.22, p<
significantly mediate the relationship between eyditack .001), suggesting that increased exposure to ciibles
features and cybersecurity readiness. The strodigeot drives the development of team capabilities, sush a
effect affirms that enhancing team skills is ateg& technical problem-solving and adaptability, witpiroject
response mechanism that strengthens readiness dlgeos environments. Hypothesis H3 examined the directichp
organization. These findings carry practical imgtions of PTS on TCR. With a path coefficient pf= 0.47 (t =
for decision-makers in the logistics and expredwely 8.01, p < .001), the results confirmed a signiftqawsitive
sectors, suggesting that building team capacifyssas relationship. This reinforces the role of skilledprdinated
vital as technological threat awareness in fostedigital teams in enabling organizations to respond effeltito

resilience. cybersecurity incidents. The mediating hypothebid,
investigated whether PTS mediates the link betw&&R
46 Summary of hypothesistesting and TCR. As detailed in Section 4.5, both the dised

This section summarizes the results of the hypathedgndirect paths were significant, confirming the ggece of
testing conducted through structural equation ningel partial mediation. The indirect effedt € 0.36, t = 8.49, p
using SmartPLS. The study evaluated three direst .001) demonstrates that project team capabilities
hypotheses and one mediating hypothesis, all othwhisubstantially enhance the influence of cyber-atteatures
were derived from the conceptual model guiding then readiness, thereby amplifying the organization’s
research. As presented in Table 13, the resultmgiyy ~response capacity.
support each proposed relationship. Hypothesis H1 These findings validate the study’s theoretical
proposed that Cyber-Attack Features (CAF) posiivelframework and underscore the integrated nature of
influence Cybersecurity Readiness (TCR). This wa€chnical threat factors and internal human conmpigs.
confirmed by a statistically significant path caeitint 3 They also offer practical implications for cybensety
=0.33, t = 6.54, p <.001), indicating that redagig and management in express delivery service organizstion
addressing cyber threats contributes directly ttaaning highlighting the need for threat recognition anajgct
organizational preparedness. Hypothesis H2 sughfsie team development investment to ensure robust
CAF also directly affects Project Team Skills (PTE)e Cybersecurity readiness.

Table 13 Summary of hypotheses, paths, and results

. Standardized t- p-
Hypothesis Structural Path Coefficient () value | value Supported

H1 Cyber-Attack Features> Cybersecurity 033 654 | < 001 Yes
Readines

H2 Cyber-Attack FeSaktiLIJIrses» Project Team 0.44 792 | < 001 Yes

H3 Project Team Sklll_s—> Cybersecurity 0.47 8.01| <.001 Yes
Readines

Cyber-Attack Features» Project Team Yes (Partial
H4 Skills — Cybersecurity Readiness 0.36 (Indirect) 8.49| <.001 s
SO Mediation)
(Mediating
5 Discussion number of complex cyber threats has led compamies t

This study’s findings clearly show that certain ey Strengthen their detection systems and improve ahdity
attack features—especially their complexity, freqpye to respond. Notable examples, such as the Not@etgek
and advanced nature—significantly affect how weffhat heavily impacted operations at Maersk and TNT
organizations prepare for and manage cyberseaisky Express, highlight how repeated cyber incidents can
[23,29]. These results are consistent with patteess in Prompt major changes in cybersecurity strategied an
the logistics and transport industries, where thewgng ~ infrastructure [147].
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In line with earlier research, this study confirthat explore how ongoing cyber threats help shape skitlsin
frequent exposure to advanced cyber threats driveperational teams. This study helps close that lgap
technical upgrades and supports team skills grofath. showing how real-world pressure activates human
instance, [38] highlighted that team communicatéod  potential, resulting in better preparedness.
coordination are essential to managing cybersgcurit For those responsible for managing cybersecurity,
challenges. The present findings build on thistigweng these insights offer valuable guidance. Understanthe
that teams regularly facing complex threats terdetelop specific traits of cyber threats should influencbeve
stronger response capabilities, increased trushgriream resources are allocated—not only in terms of ptiatec
members, and improved learning habits [40]. Thegeols but also in training and team developmenrainiing
insights are further supported by studies usingusited programs should reflect the nature of current tisrea
environments, where high-pressure situations haen b especially their complexity and frequency, whilagiice
shown to enhance awareness and performance drercises that simulate real attacks can help tdarhd
responding to incidents, as illustrated by Fausettl experience and respond more effectively [38]. Aftsl
Keebler (2023). and simulated events, follow-up reviews can promote

The strong link between project team skills andearning and improve future processes. Integrating
cybersecurity readiness points to the crucial obleuman cybersecurity tasks into daily logistics work helpske
expertise in reducing cyber risk. When teams pesties readiness an ongoing and embedded part of business
right skills, they can react more effectively ttaaks, help operations.
maintain organizational stability, and rely on sithmental At a policy level, these findings suggest that tatpus
models that support fast, well-informed decisiongn Jordan and other emerging markets should create
[43,51,55]. This evidence reinforces the view #ffgctive  cybersecurity frameworks that measure both teclyyolo
cybersecurity plans should not rely solely on tetbgy and people-related factors. Adopting models lilke dine
but should also include investment in workforcgproposed in [51]—which focus on learning, collaltions,
development [50,53]. and workplace culture—can support better assessanent

The mediation analysis further revealed that teldhss coordination throughout the logistics sector. Prongp
partly explain the connection between cyber-attadcfligital skills, running industry-wide drills, andurfding
features and readiness [134]. This supports tree fisen training programs can strengthen readiness at both
trait-activation theory that external challengen tdgger individual and organizational levels. Public agesctan
hidden capabilities within individuals and groupsfurther support these efforts through nationaltegies,
improving overall organizational performance [43,54t shared knowledge platforms, and real-time monitprin
the same time, the presence of a direct impact @rgloer  tools across the supply chain. Although this redearakes
threats on readiness suggests that external attauits several contributions, it is not without limitatenThe
internal team strengths contribute to building lisce. study’s cross-sectional design means it cannotirmonf
This dual effect indicates that threat exposureiat&tnal cause-and-effect relationships or track how skiiselop
capabiliies shape how prepared an organization @wertime. Its focus on Jordan’s express delivegyar also
[55,144]. limits the extent to which findings can be applied

These results have clear practical implications faglsewhere. In addition, the use of self-reportetesudata
logistics and express delivery firms. Organizatisheuld may introduce some bias, even though techniques lik
adopt cybersecurity strategies that balance teobggol Harman’s single-factor test were used to reduce rikk.
upgrades with continuous team development. Regulkuture studies should use longitudinal designsafuiure
cyber drills, encouraging collaboration across depants, better how threats and team responses change imeer t
and flexible planning should be part of everydagragions Comparing findings across countries or sectors alsy
to improve adaptability and coordination [38,51]reveal how different systems and cultures affect
Embedding these practices into standard procedimes cybersecurity readiness. Furthermore, using qtiakta
help create a proactive culture about cybersecaritybe methods—such as case studies or interviews—coted of
ready to handle new and evolving threats [43]. deeper insight into how teams work together andnlea

Theoretically, this research also adds to the oadfrom cyber events. Future research might also e&plo
understanding of cybersecurity in organizationexfiands other influencing factors, such as leadership agyres,
current models by showing how the nature of cybdechnology maturity, or organizational -culture, to
threats—like how often they happen or how complesyt understand how cybersecurity resilience developp [5
are—can drive improvements in technical systems and In conclusion, this study shows that cybersecurity
human capabilities. While earlier frameworks (e[81]) readiness in logistics depends not only on theraattf
mainly focused on behavior or organizational celtuhis external threats but also on the capabilities ¢ériral
study highlights how external challenges promptmteateams. The partial mediating role of project tedaitiss
learning and coordination. Recognizing project testils makes it clear that simply facing threats is naiwgh—
as a mediating factor offers a fresh angle on howhat matters is having skilled and adaptable tahatan
organizations can become more resilient. Past refsea turn those challenges into effective responses. By
such as [4], often emphasized leadership’s rolalduhot  combining analysis of threat features with effaatduild
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human expertise, this study adds theoretical insagtal
practical value for logistics companies facing ¢ans
digital risks.

6 Conclusion

with the internal skills of project teams. It sholwsw
technical challenges and human readiness shapevathw
logistics organizations respond to cyber risks. fiidings
offer value for academic research and practicalreffto
improve cybersecurity in fast-paced, digitally @niv

This research explored how certain cyber-attadRdustries like express logistics.

features—specifically their sophistication, freqeygnand
complexity—affect cybersecurity readiness amongegto
teams in Jordan’s express delivery sector. A keyqidhe
study was examining the project team skills' rolériking
these cyber threats to organizational preparedbsasg a
quantitative cross-sectional approach and validathe
model with structural equation modeling, the firgn
showed that cyber-attack traits directly and inctiye
impact cybersecurity readiness. The discovery pdirdial
mediation effect offers a vital takeaway: underdiag and
identifying threats is important, but having skdldélexible
teams is what truly turns that knowledge into pcatt
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